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ABSTRACT The Electric Smart Grid (ESG) is referred to as the next generation electricity power
network. The ESG is an intelligent critical infrastructure subject to various security vulnerabilities and
especially data privacy breaches. This study presents a comprehensive overview of the latest privacy-
preserving mechanisms and policies in the ESG, while promoting the employment of modern access
control techniques towards preventing personal data disclosure, affecting both utility companies and
consumers. Efficient categorization is provided regarding the proposed privacy preserving methods and
characteristics, while focus is also given on the use of the Blockchain technology and the Multi Authority
Access Control paradigm in the ESG infrastructure. The study concludes with a discussion upon privacy
and access control challenges, as well as future work concerning the ESG.

INDEX TERMS Electric smart grid, AMI, privacy, access control, blockchain, data anomymization,
encryption.

I. INTRODUCTION

ENERGY transition in Europe has become a major
issue, filled by significant and far-reaching challenges.

Nowadays, more than ever, transportation, communications,
resource management (water and air) and even agricul-
ture are enabled by modern Electrical Power and Energy
Systems (EPESs) promoting automation. The future of
energy is electric and this is a great chance to move
towards integrating higher share of renewables, promot-
ing a more efficient and decentralized energy system, by
involving advanced digital technologies. The era of Internet
of Things (IoT) paves the way for a number of promis-
ing applications in various industry sectors and especially
the Electric Smart Grids (ESGs) [1]. The ESG promotes
efficient electricity generation, transmission and distribu-
tion to industrial and residential networks. It utilizes the
benefits of a Supervisory Control and Data Acquisition

(SCADA) system and Advanced Metering Infrastructures
(AMI) towards enabling multi stakeholder interactions.
A SCADA system is an industrial automation system

that controls and monitors the transmission network based
on data collection acquired from instruments and sensors
located throughout the field [2]. SCADA systems enable
ESGs to provide an appealing scheme for remote control
and observation of electric microgrids. Based on SCADA
systems, supervision and control of the electric network
equipment is enabled towards safeguarding reliability and
promoting desired efficiencies for the whole utility. On the
other hand, AMI is the system that collects and analyzes
data from smart meters in order to deploy various powerre-
lated applications and services in an intelligent way based
on that data [3]. An AMI consists of the AMI Control
Center (ACC), which enables automated twoway commu-
nications between smart utility meters and the Meter Data
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FIGURE 1. Advanced Metering Infrastructure.

Management System (MDMS), which aggregates, stores and
permits the editing of meter data [4]. Smart meters pro-
vide utility companies with detailed information regarding
consumers’ power consumption, focusing on load monitor-
ing and billing. As presented in Figure 1, the AMI network
infrastructure interconnects the following networks: the Wide
Area Network (WAN), which connects companies’ utility
centers to the ACC, the Neighborhood Area Network (NAN),
which connects the ACC to the smart meters and the Home
Area Network (HAN), which connects the home appliances
with customers smart meter. Nonetheless, enormous chal-
lenges and initiatives are risen concerning the transition to
a modernized electrical infrastructure in both industry and
academia. Despite the economic benefits this modernisation
brought, the employment of futuristic and upcoming tech-
nologies in the ESG’s cyber-physical infrastructure has risen
various security concerns. In the present day, cyber attacks
have become increasingly sophisticated, stealthy, targeted
and multi faceted. As a result, incidents like power outages,
brownouts and blackouts are likely to happen and they may
affect not only the energy domain but all the interconnect-
ing devices and infrastructure. According to the European
Network and Information Security Agency (ENISA) [5], a
cyber security incident occurred to an ESG infrastructure can
severely impact the confidentiality, integrity or availability
of the system, including all its domains and organisations
involved regarding the functioning of the power system.
As the ESG paradigm is reaching realization, it is more

likely for cyber-attackers to get access to the underlying
systems and networks. Attractive access points for cyber
attacks are created by the ESG’s tendency to rely on con-
sumer behavioural data in order to provide its corresponding
beneficial services. The manipulation of energy usage data
towards extracting private and sensitive information about the
customers is considered as privacy breach. Privacy breaches
are a major concern in ESGs, disfavoring the employment of
smart meters in every day life. In addition, it is a fact that
consumer privacy strongly depends on authentication and
authorization mechanisms. It is essential to enable secure
and smart metering operations, while performing the efficient

aggregation of data regarding billing operations and dynamic
billing with high security protection and access control.
Furthermore, data analytics are now playing a more impor-

tant role in the modern ESG, handling different types of
unstructured data including messages, social media conversa-
tions, digital images, sensor data, video or voice recordings,
and bring them together with more traditional, structured
data [6]. Big data and machine learning can greatly benefit
the prediction of energy on a short and medium term basis.
However, unforeseen challenges to the field of data privacy
are risen, due to their ability to derive actionable insights
from large multidimensional data sets.

A. CONTRIBUTION
The current work aims to highlight all aspects of data pri-
vacy disclosure that may be encountered in the ESG. Moving
towards a generation of decentralized and distributed tech-
nologies, the ESG infrastructure will require modifications
and novel security technologies in order to adapt in this new
era of autonomous programming, while also safeguarding
data privacy. Motivated by the evolution of communication
technologies in the ESG domain, as well as the major secu-
rity and privacy concerns that have risen over the years, the
contributions of this study include the following:

• A detailed overview of data privacy definitions, require-
ments and security concerns in the ESG is presented.
Due to the fact that privacy-preserving mechanisms are
data-centric, it is important to define all corresponding
data types and procedures.

• A chronological taxonomy of privacy preserving stan-
dards and frameworks for the ESG is provided, as found
in the literature up until now.

• A comprehensive presentation as well as context-aware
categorization of techniques and algorithmic models
regarding the protection of data privacy in the ESG
is included.

• The use of authentication and authorization or else
access control mechanisms is strongly promoted
towards the safeguarding of data privacy in the ESG.
Towards this direction, a detailed review is also
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presented regarding the evolution and requirements of
access control in the ESG aiming to discover potential
technological gaps in existing schemes and mechanisms.

• An introduction to distributed artificial intelligence
for the ESG is also being made, where focus is
given on potential privacy preserving mechanisms with
authentication capabilities as well.

• An extended discussion is conducted regarding state of
the art mechanisms and techniques to be employed in
the ESG infrastructure towards enhancing consumer pri-
vacy, while also authenticating participating networking
entities.

• Our goal is to draw attention on existing vulnera-
bilities and in parallel emphasize the need for the
implementation of an efficient collaboration between
existing privacy-preserving schemes and access control
mechanisms.

• The conducted survey can be of significant importance
to scholars and professionals regarding the implemen-
tation of new and more efficient privacy and access
control techniques, motivated by current technological
gaps and deficiencies.

Furthermore, to our knowledge, during the last five years,
there has not been a survey work discussing modern access
control and authentication techniques as a combined solution
for dealing with the ESGs privacy issues and its future chal-
lenges as a decentralized infrastructure. More specifically,
various approaches were presented in order to protect the
privacy of customers in [7] and [8], while still using smart
metering. However, no authentication policies or standards
were discussed. Moreover, regardless the state-of-the-art
research work presentation on privacy preservation issues
in Vehicle-to-Grid (V2G) networks, no privacy standards or
authentication standards were included in [9]. The increased
need for more efficient privacy-preserving schemes for ESG
is highlighted in [10]. Nevertheless, no focus is given on pri-
vacy and authentication standards, as well as authentication
policies in decentralized infrastructures. During the same
year, a thorough discussion was conducted in [11] regarding
the security and privacy issues of data fusion in different IoT
application domains. In this work, privacy-preserving data
fusion requirements and solutions were presented regarding
the ESG infrastructure. However, the authors did not discuss
authentication or access control mechanisms in depth. In
2019, [4] and [12] discussed a variety of non-cryptographic
and cryptographic solutions for ensuring consumer privacy
in AMI, without drawing the attention on the enhance-
ment of access control and authentication policies. In the
same year, an extended survey was conducted on secu-
rity and privacy research in ESG metering networks [13].
However, no insight was provided regarding privacy stan-
dards and decentralized authentication policies in the next
generation ESG infrastructure. Later on, an extended review
was presented on differential privacy techniques for cyber-
physical systems in [14]. Authors have managed to cover

all dimensions and aspects of differential privacy imple-
mentation in energy systems. Nevertheless, no discussion
was conducted regarding authenticating and controlling the
access rights of entities involved in novel decentralized
ESG architectures, while also preserving the privacy of sen-
sitive information. In 2020, another work was presented
giving an in-depth overview on the fundamental knowl-
edge and frameworks of local differential privacy [15]. In
this study mainstream privacy mechanisms were introduced,
but no focus was given on the ESG application domain.
Furthermore, during the same year, a survey of IoT privacy
and security was conducted in [16]. The authors highlighted a
number of solutions regarding privacy protection and access
control systems in the IoT, but no mention was provided
regarding the protection of the ESG infrastructure in related
matters of security and privacy preservation. Similarly, a
taxonomy of privacy enhancing technologies was presented
in [17]. Nevertheless, the ESG paradigm and its vulnerabil-
ities on privacy protection were not part of the discussion
in the manuscript. Last but not least, an overview of privacy
leakage issues in the ESG infrastructure was provided in [18].
However, authors only discussed privacy aware machine
learning-based detection mechanisms and did not emphasize
on privacy preservation standards, authentication mecha-
nisms or the deployment of decentralized blockchain in
the ESG.
In contrast to the aforementioned works, the current survey

provides a thorough overview of the challenges of privacy
and access control as key perspectives for the evolution of
the ESG infrastructure. A detailed comparison of our work
with related studies is provided in Section II.
The remainder of this article is organized as follows.

Section II is dedicated to related work, while Section III
describes the meaning, the requirements and various con-
cerns of privacy in the ESG. Section IV provides a
categorization regarding ESG privacy policies, standards,
techniques and mechanisms. Section V presents the authenti-
cation and authorization mechanisms appropriate for the ESG
infrastructure, while Section VI focuses on access control
mechanisms and the use of Blockchain technology for the
ESG. Section VII presents an overview on federated learn-
ing for privacy preservation in the ESG. In Section VIII a
discussion is conducted regarding data privacy challenges in
the ESG and current technological gaps. Finally, Section IX
concludes the study.

II. RELATED WORK
A variety of surveys have already been published regard-
ing the technologies and security concerns in the ESG.
However, there is a few literature reviews regarding pri-
vacy [4], [7], [8], [9], [10], [12], [13]. More specifically,
the work in [7] is focused on the problem of customer
privacy-protection in the ESG. The authors present a catego-
rization of various schemes in order to safeguard metering
data for billing and other AMI operations. They also stated
that consumer’s privacy can be easily endangered, due to
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TABLE 1. Related work contributions regarding the ESG privacy.

the ability of ESG billing companies to acquire neces-
sary information based on frequent metering. Moreover, the
authors in [9] study a wide variety of research works focus-
ing on state-of-the-art techniques regarding the preservation
of privacy. Considerable focus is given on data aggrega-
tion, confidentiality, billing operations and identification in
Vehicle-to-grid (V2G) networks. Furthermore, in 2017 a
review was presented regarding the utilization of metering
data in ESGs and the related privacy concerns [8]. In this
work, privacy-preserving meter data delivery and manage-
ment were discussed and various research directions were
proposed for suitable security solutions. In addition, the work
in [10] covers issues regarding security and privacy in the
ESG. In more detail, a classification of attacks regarding
leaking privacy in ESG is proposed, while focus is also
given on standardization requirements and needs. A number
of countermeasures regarding privacy breaches and game the-
oretic approaches are proposed as well via the presentation of
different application scenarios. In 2018 another survey was
published presenting a detailed analysis regarding privacy
problems and their suitable solutions in ESG’s AMI. The
work in [4] focused on presenting various privacy preserving
approaches and highlights technological gaps of existing
schemes regarding privacy preservation. In the same year,
the authors in [13] propose a taxonomy of cyber-security
threats towards the smart metering network. Several threats
are discussed regarding system-level security and services.
Operational requirements are described and several schemes
are presented regarding privacy protection as well. Last but
not least, the author in [12] describes and categorizes works
on privacy-preserving smart metering. The proposed catego-
rization is based on attribution, the main cause for privacy
issues in smart metering, and also on the maintainability of
billing operations.
All of the aforementioned surveys are related to privacy

preservation for ESGs and are published between 2014 and
2019. Nevertheless, as presented in Table 1, none of the
above has presented or discussed modern access control and
authentication techniques as a combined solution for dealing
with the ESG’s privacy issues and its future challenges as a
decentralized infrastructure.
In literature, the term “privacy” is easily confused or

associated with encryption regarding the ESG infrastructure.
The current study aims to provide a better understanding of
ESG operations regarding privacy concerns and in contrast

to previous studies. It proposes the cooperation of privacy
preserving models with state-of-the-art access control tech-
niques towards enhancing data confidentiality and integrity.
In addition, a discussion is conducted regarding the causes
of data breaches, how they affect consumers and ways to be
dealt with. Furthermore, a helpful categorization of privacy
preserving and access control policies, standards, techniques
and mechanisms is presented in order to raise the readers
awareness regarding the current state and technological gaps
of the ESG innovation. The current ESG privacy survey
demonstrates a new viewpoint on smart grid history and
promotes a challenging perspective on the future of smart
grid.

III. PRIVACY IN THE ESG
Privacy is a term that applies to one’s ideas, belongings,
activities or decisions. Such is the dimension of privacy in
the ESG as well, most commonly known as information
or else data privacy. In particular, data privacy concerns an
entity’s ability to control the use, exposure or even acquisi-
tion of its own information [19]. Nowadays, the evolution of
information systems raises major ethical challenges and con-
cerns regarding the safeguarding and control over personal
information. In ESGs, private data are considered the elec-
tricity consumption data, billing information, subscribers’
profile information, types of devices operating at home and
prosumer general characteristics. A prosumer is an important
stakeholder role of the ESG referring to consumers who pro-
duce and share surplus energy with grid and other users [20].
Capturing such data by attackers usually means violation of
privacy. On the other hand, the ESG involves different kinds
of operational data containing instructions and commands
for multiple procedures in the grid. Such data to be captured
by attackers can lead to significant power disruptions and
possibly damage the operation of the whole system. Table 2
summarizes all types of data found in the ESG.
As an intelligent infrastructure manipulating data of both

energy and information, the ESG manages data from vari-
ous processes including electricity generation, transmission,
distribution and consumption. Based on these operations,
electrical information from smart meters, power distribu-
tion stations and information that does not concern elec-
tricity measurements like meteorological data, marketing
information and regional economic data are considered in the
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TABLE 2. Types of data in the ESG.

system. The utilization of such information can help man-
age participating power plants, schedule the maintenance of
according power equipment and the operation of subsystems,
as well as organize business behavior in marketing. Data can
be of various forms. ESG manages a variety of data including
structured, unstructured, probabilistic and multi-factor.
Information − Theoretic Privacy (ITP) is a form of pri-

vacy in the ESG involving the ability to access, edit and
share personal information given to others, while ensuring
it is appropriately protected and discarded [21]. In addi-
tion, maintaining the integrity of the provided information
is up to the owner, as well as, any actions concerning the
disclosure of certain personal data to others. More specifi-
cally, users should ensure that data controller entities follow
specific rules for collecting personal data, particularly with
regard to proportionality of collection to the purpose of
processing and legal basis. In the ESG, this kind of data
privacy is noted in the smart-metering system, focusing
on the regular reports of electricity usage delivered to the
utility provider in real-time. Based on this procedure, the
involved utility providers can easily acquire private user
information. Smart meters acquire and distribute electric-
ity usage information, providing a rich flow of information
that reveals customers’ behaviors and habits that stem from
appliances usage. Furthermore, this category also refers to
the exposure and management of a participating organiza-
tion’s confidential information regarding potential customers,
profit statistics, future product designs, transaction details,
current trends in the market, etc.
On the other hand, Behavioral Privacy (BP) is another

form of privacy in the ESG associated with the right to
exchange information without restrictions, while keeping any
knowledge of personal activities and choices, from being
shared with others [22]. In the ESG, each consumer should
be free to benefit from the real-time energy monitoring in
his HAN towards enabling remote load surveillance, automa-
tion in energy controlling and dynamic billing. These assets
can be enabled by a in-home device for the consumer to
purchase or prepay for electricity. The utility companies

are interested in gathering the metering data periodically in
order to efficiently manage and provide energy to the con-
sumer. In case the collection time interval varies, a cyber
attack can be considered to have taken place aiming to mon-
itor the exchanged information. Moreover, BP encloses the
consumer’s rights to utilize energy according to his prefer-
ences and habits without being held accountable for. This
kind of personal information could be revealed to pub-
lic media or law enforcement endangering the consumers
towards harassment or embarrassment.

A. ESG PRIVACY REQUIREMENTS
Objectives and requirements regarding the development of
the ESG are closely related to the safeguarding of authen-
tication, confidentiality and integrity of the data exchanged.
Authentication refers to the need for proving the legiti-
macy of utility companies, consumers and smart devices.
Integrity focuses on the possible alteration or modifica-
tion of data and control commands without authorization.
Guaranteeing the integrity of meter commands is essen-
tial towards safeguarding sensitive customer information
and avoid potential privacy breaches, while confidentiality
refers to the prevention of data disclosure by unauthorized
users [23]. Potential privacy and legal consequences may
arise if the exchange of sensitive data within the AMI,
MDMS and the HAN stays unprotected. Due to the diverse
nature of data exchanged in the ESG, the National Institute
of Standards and Technology (NIST) proposed the employ-
ment of a Privacy Impact Assessment (PIA) report [23]. The
report facilitates the discovery of privacy risks in the ESG,
the documentation of the findings, and then the recommenda-
tion of solutions regarding the mitigation of the privacy risk
findings. Furthermore, European Commission has also initi-
ated a Data Protection Impact Assessment (DPIA) for smart
grid and smart metering environment [24]. The DPIA tem-
plate refers to smart grid stakeholders involving generators,
metering operators and energy service companies, distribu-
tion system operators and suppliers. ESG stakeholders value
the collection and use of personal data, since they are very
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FIGURE 2. A taxonomy of privacy standards in the ESG.

likely to be subject to General Data Protection Regulation
(GDPR) obligations as data controllers.

B. ESG SECURITY ISSUES
The AMI system handles various types of data regarding
control information about the ESG, energy consumption and
dynamic energy pricing making it an attractive target for
adversaries [13]. Due to existing security vulnerabilities, con-
sumer’s privacy can be breached by the misuse of private
data, possible eavesdropping attempts or interceptions in the
backhaul IP network and possible forwarding node compro-
mise. Eavesdropping, relay and man-in-the-middle (MITM)
attacks are based on the unauthorized interception of wireless
packets concerning the communication between the utility
companies and the consumer [25]. On the other hand, the
interception of the backhaul IP network technique is focused
on the tampering of exchanged packets [26]. In more detail,
the backhaul IP network is utilized by utility companies in
order to aggregate data and operation commands. However,
due to minimal or non-existent authentication of network
control mechanisms and the tendency of relying on IP source
addresses for authentication, the backhaul IP network is vul-
nerable to cyber attacks [27]. Due to this fact, an adversary

has the ability to manipulate the participating devices and
exchanged data packets regarding the payload, operation
commands or even the source and destination addresses.
Moreover, the compromise of a forwarding node in the AMI
system, such as a demand response automation server, can
reveal confidential information to an attacker by providing
him with smart meter packets [28]. Last but not least, the
blindfolded trust to the distribution network entities/energy
suppliers can also cause severe cases of data breaches [29].
Despite the fact that an energy supplier entity is characterized
as trustworthy, consumption information should not be per-
mitted to be directly exchanged between the consumer and
the utility companies. Such an act is necessitated in order
to prevent consumers’ private data misuse towards unfair
business strategies or unwanted advertising promotions ini-
tiated by electric power companies in cooperation with the
according energy suppliers.

IV. DATA PRIVACY MECHANISMS FOR THE SMART GRID
ESG data privacy can be safeguarded by revealing only the
necessary information for the system’s operation. It is essen-
tial for both consumers and participating organizations in
the ESG to develop privacy-preserving policies regarding
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TABLE 3. Existing privacy standards for the ESG.

information storage, exchange and identification. This way
sensitive information distributed internally, would be safely
shared with other parties and secured against breaches. There
is a variety of existing privacy standards and frameworks
that can be applied to secure privacy in ESG use cases [30],
as presented in Table 3. Figure 2 presents a chronological
taxonomy of these privacy preserving standards as found
in the literature up until now. The design of possible use
cases can support the development of embedded protection
rules regarding privacy into the ESG. Grid architects and
engineers can enable grid entities to monitor data flows and
accordingly acquire and use data by privacy preserving reg-
ulations [22]. Moreover, data privacy in the ESG has drown
the interest of many researchers, proposing different kinds
of anonymization and aggregation techniques.

A. EXISTING PRIVACY STANDARDS AND FRAMEWORKS
1) PRIVACY ORIENTED STANDARDS

There is a variety of existing privacy frameworks and stan-
dards for the ESG. Recently, the ISO/IEC 27701:2019 [31]
was published as a privacy extension of the ISO/IEC
27001, focusing on the deployment of Privacy Information
Management Systems (PIMSs). More specifically, the stan-
dard outlines a framework for Personally Identifiable
Information (PII) Controllers and PII Processors to manage
privacy controls to reduce the risk to the privacy rights of
individuals. In addition, ISO/IEC 27019:2017 [32] provides
guidance based on the ISO/IEC 27002:2013 standard aiming
to manage energy utility industry′s control systems regarding
the generation, transmission, storage and distribution of elec-
tric power, gas, oil and heat, and for the control of associated
supporting processes. Furthermore, ISO/IEC 29100 [33] and
ISO/IEC 15944-8 [34] are other standards describing help-
ful considerations that can be employed to safeguard privacy
in the ESG infrastructure. The international ISO/IEC 29100
standard provides the specification of a common privacy ter-
minology, regarding the involved actors and the definition
of their roles towards privacy safeguarding considerations
in information technology. On the other hand, the ISO/IEC
15944-8 standard defines the required descriptive techniques
on business semantics and business transactions modelling
aiming to safeguard privacy. Moreover, information privacy
principles and rules are presented by the European Union
in [35], the Asia-Pacific Economic Cooperation (APEC)

in [36], the Federal Trade Commission in [37] and the NIST
in [38]. In addition, specific directions are also provided in
the Consumer Privacy Bill of Rights document [39], released
by the Obama Administration, towards improving consumers
privacy protection and helping businesses adapt in the rapidly
changing digital environment by maintaining consumer trust
and grow.

2) NETWORK ORIENTED ASPECTS

In a more technical level, smart meters can safely operate
by utilizing the ANSI C12.20 standard [40], an American
National Standard for Electricity Meters regarding accu-
racy and performance, while intelligent electronic devices
can be safeguarded by employing the IEEE 1686-2013 stan-
dard [41], regarding data access operations,configuration of
firmware revision and various data retrieval issues. The IEC
62056 [42] defines a set of specifications regarding the
transport and application layers of the Device Language
Message Specification (DLMS) protocol towards support-
ing the exchange of electricity metering data. Moreover, the
ESG infrastructure can be based on the IEC 62351 [43]
industry standard towards efficiently securing automation
procedures in the power system domain. The standard
includes ten different sub-standards that deal with differ-
ent areas providing in part confidentiality, data integrity
and authentication capabilities. The IEC 62351-1 standard
includes an overview of security in power systems, focusing
on a variety of threats and the according countermeasures
towards mitigation in such systems. The IEC 62351-2 stan-
dard provides an extensive glossary, more specifically a list
of terms regarding security in power systems, while the
IEC 62351-3 standard focuses on power system automation
protocols based on TCP/IP towards enhancing protection
in message integrity and confidentiality. Moreover, the IEC
62351-4 standard involves the safeguarding of Manufacturing
Message Specification (MMS) on application and TCP/IP
based level, while the IEC 62351-5 standard describes
a hash-based response authentication mechanism for safe-
guarding data integrity by utilizing pre-shared secret keys.
The IEC 62351-6 standard specifies security procedures and
messages for protocols derived form the IEC 61850 standard,
such as Generic Object Oriented Substation Events (GOOSE)
and Sampled Values (SV). The IEC 62351-7 standard is ref-
ereed to power system operations and defines the appropriate
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network and system management (NSM) data object models.
These models are useful in observing the state and health
of networks and systems, while also detecting potential
intrusions in the information infrastructure. The IEC 62351-
8 standard defines the use of Role-Based Access Control
(RBAC) in power systems, while the IEC 62351-9 stan-
dard specifies cryptographic key management. Last but not
least, the IEC 62351-10 standard aims to describe a security
architecture for power systems. It involves the coordina-
tion of essential security controls with system components
and their interaction towards securely deploying power gen-
eration, transmission, and distribution. Despite its benefits,
IEC 62351 contains some inaccuracies and does not pro-
mote modern cryptographic algorithms providing lower cost
performance (e.g., elliptic curve cryptography). Similarly,
the ISA/IEC 62443 series of standards [44] can assist in
addressing future security vulnerabilities, while also miti-
gating current technological gaps in industrial automation
and control systems. In particular, the ANSI/ISA-62443-
4-2-2018 [45] specification provides detailed requirements
regarding technical control system components aiming to
efficiently secure industrial automation and control systems.

B. PRIVACY SCHEMES AND TECHNIQUES IN THE ESG
Despite the existing guidelines and standards against data
disclosure, researchers have come up with various solu-
tions to enhance privacy protection in ESG architecture,
focusing mainly on data modification techniques. As dis-
played in Figure 3, there are various approaches towards
safeguarding the privacy of end users during data aggrega-
tion processes in the ESG. Furthermore, data anonymization
and data obfuscation are well known privacy preservation
methods involving different kinds of techniques for data
management and transformation. Literature has also been
focused on the preservation of privacy in battery-based data
masking schemes.

1) PRIVACY PRESERVATION DURING DATA
AGGREGATION

Data aggregation refers to the collection of power measure-
ments concerning a specific number of consumers in order to
mask individual consumption. It has been proven that private
user information, signifying the presence at home based on
the behavior of electricity, is connected to data in the form of
measurements or pricing evaluations and is not likely to be
leaked if aggregated over a certain area [46]. This assump-
tion is supported by the work in [47], which proposes an
Integrated Authentication and Confidentiality (IAC) scheme
so as to secure AMI communications. The IAC protocol
is based on hop-by-hop data aggregation towards group-
ing intermediate nodes and also encryption so as to achieve
data integrity and confidentiality. However, it was noted that
intermediate nodes remained vulnerable to attacks and could
jeopardize the privacy of the whole network. According to
literature there are three ways for privacy preservation per-
formed on data aggregation processes. The first category

involves data aggregation schemes utilizing trusted third par-
ties (TTPs). The second category includes data aggregation
schemes using perturbation, while the third category deals
with data aggregation schemes using cryptography.

A Trusted Third Party (TTP) is an intermediate util-
ity that differentiates identity information from the detailed
usage information. In the AMI, smart meters rely on the
TTP not to send the individual values but their aggregation
(i.e., sum of all smart meters readings during the period)
to the aggregator/electricity supplier. This way the energy
supplier can not analyse the individual energy consumptions
against statistical patterns. However, relying on one sup-
posedly trustworthy entity for the entire process enhances
the fear of compromise. Due to this fact pseudonyms were
proposed as a possible solution. A pseudonym is a mask
name that concerns a person or group for a particular pur-
pose. Based on this technique, the work in [48] presents
the use of a third-party escrow mechanism so as to secure
the frequent transmissions of energy consumption data. In
this scheme, two integrated pseudonyms are utilized by smart
meters for monthly billing data and fine-grained data respec-
tively. The energy supplier is associated with the pseudonym
for monthly billing. Nevertheless, previous studies noted
that the use of pseudonyms can efficiently protect only
a portion of the households identities, as smart metering
data characteristics can be used in the de-pseudonymization
process [49].
In the light of eliminating the drawbacks brought by the

TTP technique, data aggregation by the use of perturba-
tion was proposed. The perturbation technique focuses on
adding noise or some means of randomness to the meter-
ing data of each smart meter so that the aggregating node
or entity does not infer the metering data [50], [51], [52].
One major drawback of aggregation protocols by means of
perturbation is that due to the randomness added to each
smart meter, the aggregated data can not reflect exactly the
aggregated real metered data. Furthermore, in order to pro-
vide a good approximation of the real aggregated data, all
noisy metering data should be successfully delivered to the
aggregating node.
Encryption is the technique of concealing information

and commonly in aggregation protocols. In ESG appli-
cations, encryption exists in the form of asymmetric
cryptography, symmetric cryptography, hash functions and
homomorphic encryption. It is often utilized in privacy
preserving data aggregation schemes in cooperation with
TTPs. Symmetric key cryptography is an encryption tech-
nique that requires the sharing of a single private key between
the communicating entities for encryption and decryption. On
the other hand, in asymmetric key cryptography the use
of a private key enables data decryption and sign. A public
key is also required in order to encrypt and verify the data
exchanged. Confidentiality is the key asset of this technique
regarding the definition of the private key, while the public
key can be published freely. The TTP stands as the cer-
tificate authority for key management. Each communication
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FIGURE 3. Privacy overview in the ESG.

entity needs to obtain the certified public keys from the cer-
tificate authority before the communication is initiated [53].
There has been a lot of research based on key manage-
ment procedures concerning the ESG [54], [55], [56], [57],
[58]. In [59] several encryption algorithms are presented,
concluding to Advanced Encryption Standard (AES) algo-
rithm as the most appropriate for ensuring security in
the ESG.
Moving on, a hash function is another cryptographic

algorithm with the ability to produce small fixed size data
from large random size data. It is a special mathematical
function which maps a given input to a certain output with
a fixed size [60]. Hash functions cannot produce the same
output for two different inputs. Also, their main advantage
lies on the fact that one cannot get back to the input with
just the output given. A well-known member of the fam-
ily of cryptographically secure hashes is the Secure Hash
Algorithm-2 (SHA-2). The work in [61] is based on cryp-
tographic hash functions towards deploying a lightweight
and privacy-preserving data aggregation (LPDA) scheme for
dynamic electricity pricing. Moreover, a lightweight fault-
tolerant privacy preserving data aggregation scheme, named
EPDAS is proposed in [62] utilizing the advantages of
elliptic curve cryptography and hash chain technique to
provide confidentiality, anonymous authentication, autonomy
and integrity. Furthermore, a hash-based authentication code
was utilized in [63] so as to support the design of a privacy
preserving AMI for fine-grained metering data collection.
According to this scheme metering data are transmitted via
a random multi-hop path anonymously to a MDMS. The
utility’s public key is utilized for the encryption of meter-
ing data. A TTP is considered as the verification entity
responsible for managing of smart meters utilizing the Diffe-
Hellman algorithm for symmetric key sharing. This method

is known to be susceptible to the computationally intensive
Man-In-The-Middle (MITM) attack.
Homomorphic encryption is another cryptographic tech-

nique widely used in data aggregation schemes in order
to provide sufficient level of privacy to the smart meters.
Based on this particular technique, the authors in [64] pro-
pose a privacy-preserving data aggregation scheme for the
ESG, which enables smart meters to report their measure-
ments periodically , while preventing private information
from being leaked. Furthermore, homomorphic encryption
is used in [65] as a part of a Privacy Preserving Fog-
Enabled Aggregation (PPFA) scheme. Based on this scheme,
efficient and concentrated Gaussian noise is required to be
added by smart meters to their data and encrypt the noisy
results with an efficient stream cipher. Similarly, in [66] the
proposed Ring Triangulation Communication Architecture
utilizes homomorphic encryption to relieve transmission con-
gestion during data aggregation. Another privacy preserving
scheme utilizing the homomorphic encryption for identity-
based data aggregation is introduced in [67]. However, the
authors in [68] proved that this particular scheme is not
practical since it can only resist two colluding attacks.
Recently, an efficient privacy-preserving scheme for Line-
loss Calculation, named EPLC was proposed [69]. Based on
this scheme, homomorphism was utilized so as to safeguard
residential data according to line-loss representation. Despite
the fact that homomorphic encryption enables the decrease
of energy consumption, the mitigation of bandwidth bottle-
neck and helps to prolong the network lifetime, most of the
existing aggregation protocols utilizing it have one major
drawback. This is because they were designed for a sin-
gle entity recipient system which is not ideal for a real ESG
environment [66]. Moreover, the authors in [70] presented an
Elliptic Curve Based Data Aggregation (ECBDA) based on
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ElGamal encryption. This scheme utilizes a TTP, but which
does not participate in data reporting or aggregation so as
to reduce overhead. Smart meters take charge of signing the
encrypted data and then send them to the aggregator. Last but
not least, a Learning With Errors over Rings (R-LWE) based
encryption scheme is presented in [71] for prosumers’ pri-
vacy protection in the ESG. The proposed scheme is focused
on reducing messaging overhead and computation overhead.
Summing up, despite the benefits of existing approaches,

it has been shown that data aggregation continues to suffer
from privacy risks. An adversary has the ability to moni-
tor a residence either by impersonating a legal smart meter,
or by shifting the electricity usage information, or even by
migrating virtually the location of the metering device to
an area with higher charges [13]. TTP authorities alone
can prevent the malicious monitoring of the network traffic.
Moreover, noise addition in order to mask the transmitted
data can result to a low approximation of the real aggre-
gated data. Last but not least, data encryption techniques can
raise compatibility issues with existing programs and appli-
cations, as well as be quite costly for maintenance. Without
capable systems, the reduction of systems operations can be
significantly compromised.

2) DATA ANONYMIZATION FOR PRIVACY PRESERVATION

Data anonymization is another solution towards preventing
the disclosure of personal information in the ESG infras-
tructure. This technique focuses on encrypting data sets to
remove any personally identifiable information. Different
kinds of anonymization techniques have been presented until
now to guarantee privacy such as differential privacy [14],
k-anonymity [72], and clustering-based anonymity [73]. In
order to shield individual privacy in the context of big data,
different anonymization techniques have conventionally been
used.
The approach of Differential privacy, introduced by

Dwork [74] is different and focuses on minimizing the
amount of data disclosed. This approach controls the effect
of any single individual on any information that can be
extracted from the database, either by being absent or
present [75]. In more detail, the main idea behind differen-
tial privacy [76], [77] is that it uses random noise to bound
the publicly visible information that can be acquired about
a user in the dataset. Up until now various studies have
provided novel privacy preserving mechanisms based on dif-
ferential privacy for the ESG. The basic logic of differential
privacy in an ESG scenario is presented in Figure 4. In
2015, a novel Multifunctional Data Aggregation (MuDA)
scheme was presented, supporting multifunctional aggre-
gations and flexibility while utilizing differential privacy
with limited noises [78]. Another technique utilizing a ran-
domized response algorithm based on sparse coding was
also presented in [79]. This technique is able to achieve
differential-privacy and provides utility guarantees for con-
sumers behaviours, while processing a batch of data at each
time.

FIGURE 4. Differential privacy logic in the ESG.

On the other hand, k-anonymity approach [72] is based
on grouping samples according to their sensitive information.
The identification of individual samples would be impossi-
ble for an attacker if the group released is large enough.
However, if the adversary had obtained information about
some of these sensitive features from another source,
then identifying individual samples would be possible. K-
anonymity guarantees the protection of privacy by defining
each released dataset entry in a way that relates to at least
k individuals. This procedure is possible even if the entries
released are directly connected to external information [80].
The work in [81] proposed the utilization of this method in
cooperation with a trusted data aggregator. This entity guar-
antees the aggregation of energy consumption data from the
smart meters. Nevertheless, access to unprotected data is
highly possible due to the disclosure of individual energy
consumption readings to the data aggregator.
Clustering-based anonymity is a very commonly used

method for privacy preserving. Research has shown that clus-
tering algorithms regarding privacy can also be adopted in
the smart grid environment. K-means method is one of the
most used partitional cluster analysis methods. k-means clus-
tering targets the separation of a number of observations into
k clusters in a way that each cluster contains observations
similar to the mean value. This privacy technique is adopted
in [82] to be evaluated under residential smart meter mea-
surements. Another privacy preserving clustering algorithm
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used in the process of mining large data-sets of smart grid is
proposed in [83]. This algorithm can prevent all participants’
privacy data leakage without increasing limited time com-
plexity and decreasing the accuracy of mining results. The
work in [84] takes advantage of clustering algorithms for
profiling individuals’ power consumption. A multi-layered
clustering model for ESG applications is proposed exam-
ining each consumer’s data as a part of the microgrid the
user belongs to and on a second level as a part of the
wider ESG. It is configured so that the privacy of con-
sumers is enhanced as the local power consumption profiles
are transferred to the central processor of the ESG. Last
but not least, the concept of distributed anonymization is
discussed in [85]. In this study, the authors present a novel
Collaborative Anonymity Set Formation (CASF) method that
forms different groups of smart metering data and utilizes the
Blind Digital Signature (BDS) method [86] in order to hide
the associated pseudonyms against any internal and external
adversaries. However, this new method results in additional
communication overhead when increasing the number of
collaborating smart meters.
Nevertheless, the most common drawback of anonymiza-

tion techniques is being sensitive to the background knowl-
edge attack [87]. Since it is not possible to predict the level of
background knowledge an attacker possesses about an indi-
vidual, compromise has to be made with a higher distortion
to the data and consequently higher information loss [88].
Furthermore, anonymous data aggregation can result in limi-
tations regarding deriving insight from the data for marketing
efforts, or towards personalizing the user experience.

3) DATA OBFUSCATION FOR PRIVACY PRESERVATION

Data obfuscation refers to the perturbation of metering data
by adding noise or employing specific algebraic tranforma-
tion formulas to energy usage data [89]. The authors in [90]
utilized data obfuscation so as to preserve consumer privacy
in an IEEE 802.11 based ESG AMI network. Based on the
proposed scheme the assigned gateway receives the obfus-
cated power measurements by the smart meter. Next, the
gateway verifies the data and forwards the measurements to
the utility center aiming to support billing operations, while
achieving consumer privacy. Furthermore, in study [91],
random data obfuscation was deployed, by utilizing the
Laplace distribution, so as to mask real-time data in the
ESG infrastructure. The proposed scheme manages to bal-
ance the utility-privacy trade off by employing homomorphic
encryption. It also takes into consideration the signal-to-noise
ratio in order to estimate the level of entropy concerning the
utility and the provided data regarding the level of privacy.
Moreover, Tonyali et al. [92] presented a data obfuscation
approach for safeguarding consumer privacy, while also esti-
mating the state of distribution. Based on this approach, the
obfuscation vectors are estimated by the AMI network gate-
way, which then multiplies each one of them with a random
number. A shared key is utilized for the distribution of the
results to the smart meters. The proposed scheme estimates

the state of distribution and simultaneously supports secure
third-party billing. In addition, the study in [93] presents a
privacy-preserving scheme which utilizes the error-free state
estimation technique. The basic idea of the proposed scheme
is that the generated obfuscation measurements are utilized
by a third party towards generating state estimators. The
utility provider acquires the state estimators so as to calcu-
late distributed state estimation. Despite its benefits against
automatic attacks, the proposed scheme requires specific sta-
tistical measures towards evaluating the level of obfuscation
in the metering data. Last but not least, a latest research
in [94] proposed a Power Line Obfuscation (PLO) mecha-
nism to obfuscate the line parameters in a power system
network. The authors utilise differential privacy so as to
hide the network sensitive values, while also maintaining
the fundamental properties of the obfuscated network.
Summing up, despite their advantages, data obfuscation

techniques can be burdensome. By adding more noise to
the data may render the data useless. Employing a sufficient
level of data masking for privacy preservation, while also
maintaining the usefulness of the raw data still remains a
challenge.

4) PRIVACY PRESERVATION IN BATTERY-BASED DATA
MASKING TECHNIQUES

The Battery-based Data Masking (BDM) are well known
approaches that consider the manipulation of smart meter
measurements towards disguising the real energy consump-
tion values. For this purpose, a rechargeable battery is used
to partially supply the energy demand. According to [21],
in the ESG data privacy can be estimated based on the
information leakage rate. This parameter signifies a connec-
tion between the user’s real energy consumption and the
energy requested from the grid. A single-letter expression is
utilized to express the minimum information leakage rate in
cases of infinite or zero battery capacity. It is proven that the
availability of a renewable energy source greatly depends on
the information leakage rate. A characteristic method of the
BDM category is the Best Effort (BE) power management
model proposed in [95]. The proposed scheme is described
as a load signature moderation system that safeguards the
exchanged smart meter measurements in an independent way,
without restricting the ESG functionalities. It is based on
a power mixing algorithm and different privacy metrics in
order to evaluate its protection levels. Results show that the
scheme succeeds in hiding the home load identity, since
the rechargeable battery manages to mask the consumers
real energy consumption. However, it was noted that the
customers privacy may be endangered by utilizing a BE
scheme. The batteries’ required capacity and charging rate
may be the cause of privacy breaches during the effort of
maintaining the masking process. A similar method, named
Non-Intrusive Load Levelling (NILL) was proposed in [96]
in order to protect the privacy of the consumer by utiliz-
ing an in-residence battery, as presented in Figure 5. The
NILL approach safeguards privacy by hiding the variance
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FIGURE 5. Battery-based privacy preserving logic in the ESG.

in load. Based on this method, in order to disguise the
appliance activities, a removal of most of the energy usage
transitions takes place referring to load events. This way the
consumers energy usage profiles can be revealed. Later on,
the work in [97] came to present the faults of the previous
method. As a solution, the Lazy Stepping (LS) scheme was
proposed, as another BDM approach. Its basic advantage was
noted to be the prevention of precise load change recovery
attacks. However, despite the method’s superiority against
the ones in [95] and [96], the lack of differential privacy
metrics sentenced it as less efficient compared to the one
in [98]. The authors in [98] focused on the capabilities of dif-
ferential privacy and proposed a randomized Battery-based
Load Hiding (BLH) algorithm. A multitasking-BLH-Exp3
algorithm was also utilized for adding noise and adaptively
update the proposed BLH method based on the context and
the constraints. The context involved battery energy con-
sumption, while also focused on the way appliances tend to
consume energy. Moreover, a battery based method towards
hiding sensitive power consumption information is proposed
in [99]. The presented scheme was based on adding or sub-
tracting noise via cascading method. This method utilizes a
function specified on the amount of recharged energy. The
proposed function is based on adding noise. Despite the fact
that differential privacy is achieved, noise generation con-
tinues to impact the battery life. That is why a secondary
battery was also used to recharge the first one and remained
unknown to the adversary in order to achieve the desired
privacy. Last but not least, the authors in [100] presented a
battery based differential privacy preserving (BDP) scheme
aiming to safeguard the disclosure of smart meter measure-
ments of the customers, while also promoting cost saving.
The proposed scheme utilizes two cost-friendly differential
privacy-preserving (CDP) schemes under static and dynamic
pricing policies.

Despite theirs benefits, BDM approaches are greatly
affected by the capacity, the charging and discharging of
the corresponding battery. Due to this fact, such data mask-
ing may result to the irreversible transformation or even the
loss of sensitive metering data.

V. ENHANCING CONSUMER PRIVACY VIA
AUTHENTICATION AND AUTHORIZATION
The protection of the consumer data is essential for achiev-
ing a compliant and secure ESG infrastructure which
is based on a privacy-by-design and privacy-by-default
approach [101]. According to the NIST Guidelines for Smart
Grid Cybersecurity [22], Authentication refers to the verifi-
cation of a user′s identity as a requirement for accessing the
ESG information system. On the other hand, Authorization
is the process which is adjacent to the authentication mech-
anism in the Smart Grid communications where the access
to restricted resources is allowed based on different aspects
and rules (e.g., access policies). Authorization also involves
the denial or revocation of access regarding a malicious
actor. In the context of the ESG, this is more challeng-
ing to achieve than in a normal Information Technology
(IT) environment due to the distributed component of the
nodes and assets present in the ESG networks. To that end,
the proper authentication and authorization procedures and
technologies have to be adopted and implemented through
access control mechanisms present in several devices of the
Smart Grid network. Node authentication and authorization
has a huge impact on backhaul network protection, ensuring
the legitimacy of participating devices. It is also important
to retain logs of the different access control requests and
approvals in order to maintain the non-repudiation principle
across the communication flow of the networks. However,
the traditional access control protocols are not suitable for
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IoT mainly due to a massive scale, ubiquitous connectivity
and distributed nature.

A. AUTHORIZATION AND AUTHENTICATION
CHALLENGES IN THE ESG
In general, confidentiality, integrity, and availability are the
three main security requirements of the ESG. More specif-
ically, the major security requirements of the AMI include
message authentication for meter reading and load control
messages, as well as confidentiality for user privacy and user
behavior. Encryption is the basic technique towards safe-
guarding confidentiality and integrity, while cryptographic
keys are utilized to secure employed authentication protocols.
The authentication and authorization of users is a cru-

cial challenge for the future ESG, since access in field or
home or substation equipment should be granted only by fol-
lowing specific policies for authentication and information
concerning each user separately and without being known to
other participants. Following the same principles, the sub-
stations and the utilitys central station should in charge of
hierarchically managing all authentication and authorization
procedures in the ESG. This way, only authenticated users
are allowed to execute the granted authorized actions upon
the intended devices in a verified and scalable manner.
In the traditional power network, authentication and autho-

rization are executed as two separate processes. However, it
is essential to deploy them as one process in the ESG aim-
ing to manage dynamic user-role authorizations for a large
number of users, as well as multiple and frequent authenti-
cations among billions of devices [102]. The total execution
time will also be reduced, enhancing the system’s efficiency.
Consequently, users should be mutually authenticated with
the substations server in a role-based authorization manner
so as to gain access to devices and enable the mitigation of
insider attacks in the ESG network.
In the ESG, mutual authentications can be considered

between:
• A device and another device (e.g., smart meter and the
gateway, RTU and the control center)

• A device and the network (e.g., appliances in a Home
Area Network)

• A user and the network/device ( home appliances and
network)

It is a fact that current authentication protocols faces numer-
ous challenges in terms of efficiency, delay, cost, overhead
and privacy. Up until now, none of the proposed technolo-
gies has managed to deploy mutual authentication among
the energy provider, Home Area Networks, Neighbor Area
Networks and AMI network. Furthermore, another challenge
lies upon the user’s involvement during the authentication
of home appliances. The set-up procedure of smart devices
is very important and should be handled carefully, since
they generate and send data that belong to a particular user.
Moreover, none of the proposed authentication protocols has
managed to satisfy all the proposed security and performance
objectives in the ESG network until now [103].

Authentication protocols rely mainly on cryptographic
mechanisms for the AMI. Key management is process that
defines the use of cryptographic keys in a given environment,
as well as specific rules and types for their deployment [104].
Inadequate key management can endanger the security of
AMI communications and also provoke possible key disclo-
sure to attackers. Key management systems are of critical
importance for a large number of devices and pose a great
challenge in the ESG infrastructure towards sustaining the
security concerns in AMI. Hence, considering all these
challenges and security requirements of sub-component pro-
cedures, we can conclude that developing a sustainable and
efficient access control system for the ESG is not a triv-
ial task. Such a system will enforce authentication of all
participating networking entities and subnetworks in the
grid in distributed and scalable manner, while also avoid-
ing private information disclosure and enabling high quality
demand response management. More specifically, low execu-
tion and protocol delay is expected, low computational cost
and overhead, as well as resistance to attacks and failures
are required. Trust among the ESG network entities is essen-
tial, verifying the fact that authentication and authorization
mechanisms have a huge impact on privacy protection.

B. AUTHENTICATION MECHANISMS IN ESG
Towards ensuring and strengthening the security of the AMI
for a large number of devices, well-tailored key manage-
ment techniques should be employed. A key management
system involves procedures of key generation, refreshing,
distribution and storage policies for achieving participants
authentication. Recently, different kind of approaches have
been proposed for ensuing efficient key management in the
ESG, as well as privacy protection.
In 2019, Zhang et al. presented a multi-factor authen-

ticated key establishment (PMAKE) scheme with privacy-
preserving properties based on a reverse fuzzy extractor,
a physical unclonable function and a cryptographic one-
way hash function for achieving secure ESG communica-
tion [105]. Based on this scheme, two phases were specified.
At first, the service provider should allow the enrollment of
new consumers at the network via a request and then an
anonymous authentication procedure takes place. In addi-
tion, the proposed scheme was proven to withstand all known
passive and active attacks.
In the same year, Zhu et al. proposed a data aggregation

scheme for fog-based ESG communications with privacy-
preserving authentication properties [106]. The techniques of
short randomizable signature and blind signature were uti-
lized for anonymous authentication of the fog nodes. After
that, fog nodes were able to be involved in billing procedures
securely. In addition the homomorphic Paillier cryptosys-
tem was deployed in order to safeguard data aggregation.
Kumar et al. focused on providing a novel elliptic curve
cryptography-based authentication protocol for preserving
demand response in the ESG [107]. Secret session keys
between the ESG devices and a utility center were deployed.

1946 VOLUME 1, 2020



The utilization of this key, enabled sensitive information to
be exchanged in a secure way. Security analysis showed that
ECCAuth was able to deal with several known attacks.
Recently, Yu et al. presented a privacy-preserving

lightweight authentication protocol for the ESG system [108]
aiming to deal with the weaknesses of Kumar’s
scheme [107]. The proposed protocol utilized pseudo-identity
and secret parameters in order to be resilient against session
key disclosure, MITM, masquerade and replay attacks, as
well as enable secure mutual authentication and anonymity.
The authors created a more efficient and secure scheme by
utilizing only hash and XOR operations.
A lightweight anonymous authentication and key agree-

ment scheme for the ESG was also proposed in [109]. Based
on this scheme smart meters and the service provider were
able to authenticate each other and maintain a shared session
key between them. Compared to other authentication mod-
els for the ESG, the presented solution ensured smart meter
anonymity and untraceability, while achieving fast mutual
authentication between networking entities.
Furthermore, the work in [110] focused on achieving smart

meter anonymity and preserving data privacy, while also
enforcing identity authentication. In this scheme, pseudonym
certificates were issued by a TTP authority in order to
prevent identity disclosure of smart meters. The Advanced
Encryption Standard algorithm is also utilized during the
data aggregations process.
Another scheme for preserving demand-response security

in the ESG was presented by Alfakeeh et al. [111] promoting
a group authentication technique. Based on this technique,
a single public key operation is employed in order for the
utility server to authenticate the ESG smart devices. Once a
device enters the group, no public key operation is required
in order to be authenticated again. This way communication
overheads as well as, the overall computation aiming to
deploy a secret key session is significantly reduced. The
proposed algorithm was proven to be resilient against various
attacks.
Last but not least, DRMAS, an authentication scheme

for demand response management for the ESG is proposed
in [112]. DRMAS leverages a mutually agreed session key
between ESG smart devices and the utility center in order
to safely exchange sensitive information. In addition, the
proposed scheme was able to deal with several known
attacks, to complete authentication and be cost-free of any
pairing based operations.

VI. ACCESS CONTROL MECHANISMS IN ESG
An access control mechanism defines the admittance in
certain kind of resources or services, promoting security
and privacy. Such a mechanism determines the system’s
communication rights, as well as the authorization of all
involving networking entities based on security models and
policies [113]. A comprehensive access control of the ESG
should be able to deal efficiently with authentication and
authorization procedures.

Saxena and Choi [103] reviewed the state of the art
in access control mechanisms (ACMs) for the ESG in
2015 and identified three types of access control mech-
anisms: user-based access control (UBAC), role-based
access control (RBAC), and attribute − based access
control (ABAC). Other variants have been identified within
this review. There is also another classification of ACMs,
centralised and decentralised. The UBAC technique requires
permissions to be defined for each user by a system admin-
istrator, based on the individual’s needs. On the other hand,
RBAC enables to configure permissions according to the
different roles in an organizational hierarchy. Each role
is defined by a set of access permissions regarding the
network’s resources. According to RBAC, a user can acquire
access permissions defined by one or more roles.
Regarding ABAC technique, policies are defined based

on existing attributes in order to provide the desired access
rights. This technique utilizes the defined attributes to pro-
duce effective rules and requests regarding access control.
This is done through a structured language called the
extensible Access Control Markup Language (XACML).
On the one hand, the centralised ACMs provide a sin-

gle point of failure but they are easier to maintain as an
infrastructure where all the data and access policies are
stored. On the other hand, the decentralised are more resis-
tant to outages and attacks as they are distributed and
provide a more flexible approach for introducing new rule-
based policies. In addition to this classification, the schemes
that use attribute-based encryption can be classified in
two groups: single authority and multi authority schemes.
A multi authority scheme manages the attribute keys by
multiple authorities in comparison with the single point of
failure of single authority schemes.

A. ACCESS CONTROL REQUIREMENTS IN ESG
In 2008, the US Department of Energy released the first
AMI System Security Requirements for the ESG environ-
ments [114]. In this initial requirements document, thirteen
requirements are envisioned for tackling the access control
mechanisms technically. The target of these requirements
are not technical but oriented to the management and gov-
ernance of the organisation’s security in ESG environments.
In addition, according to NIST [22], a list of twenty-one
high-level cybersecurity technical requirements are detailed,
accompanied by an impact level allocation towards perform-
ing risk assessment over the Smart Grid environments. The
technical issues that are explored in the document range
from access control policies, account management, remote
access management to notification systems. More cyberse-
curity requirements for ESG are presented in [115]. In this
article, the authors present a list of technical cybersecu-
rity requirements for access control in ESG service-oriented
architectures (SOA). Within this article, it is demonstrated
that the use of Web technologies simplifies and enable a
flexible way of managing authentication and authorization
procedures. This flexibility provides an efficient approach
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TABLE 4. Access control requirements for the ESG.

for enabling third parties authentication systems to control
the access to the data in a fine-grained way. Sato et al. [116]
in his book review the different standards, requirements
and technologies for the Smart Grids, dedicating a whole
chapter for Smart Grid security. An analysis of the IEC
62351 series is also detailed, including, in this case, the IEC
62351-8 dedicated to the role based access control stan-
dards of this IEC series. Table 4 presents a summary of the
proposed access control requirements recommended for the
ESG infrastructure.

B. CENTRALISED ACCESS CONTROL IN ESG
Bobba et al. [117] developed a Policy-Based Encryption
System (PBES). This mechanism encourages the use of shar-
ing information across competing companies by using a
centralized key distribution centre (KDC). As a single KDC
point of failure (single authority), this is raised as a security
issue limiting the implementation of this mechanism.
Wu et al. [118] suggested a new issue in the ACMs regard-

ing the transaction of information on noisy communications
channels. To that end, Wu et al. proposed fuzzy identity-based
encryption (IBE) with lattice-based access control(LBAC) in
a fine-grained access control scheme design.
After that, Yeo et al. [119] proposed a new dynamic ACM

based on RBAC mechanisms and context awareness control
(CAAC) model. The security of this model lies in the use of
both mentioned mechanism (RBAC and CAAC) for enabling
role-based access control while allowing a dynamic measur-
ing of the current context of the user, then, based on the
context, an access policy is executed.
Moving forward, Wen et al. [120] introduced a new

data aggregation scheme for fine-grained access control. In
this article, a data aggregation scheme based on attributes
decision tree (DABA) is proposed.

Similarly, a Multidimensional-data Tight Aggregation
scheme which supports Privacy-preserving and fine-grained
Access control (MTAPA) has been proposed recently by B.
Lang et al. [121]. MTA-PA is based on Boneh-Goh-Nissim
(EBGN) homomorphic encryption scheme and KP-ABE for
the access control at the dimension level. The security

analysis is reasonable and it is noteworthy that it is not
necessary with this mechanism to de-crypt and re-encrypt in
middleware nodes of the AMI reducing the threat surface for
data leaks. No details about the authority model are covered
in this work.

C. DECENTRALIZED ACCESS CONTROL IN THE ESG
The evolution of the ESG necessitates the deployment of
decentralized access control systems where access rights are
granted by the requested smart meters or other authorized
network entities rather than a centralized entity. The tradi-
tional access control models lack the ability of dynamic
permission management. In its current state the ESG is
based on a centralized management mode, with low adap-
tive ability. Due to its vast scale, it is essential to address
any constrains regarding information storage and resource
access in order to improve reliability and quality of service.
Therefore, a novel access control environment should be
deployed leveraging both access control and authorization.
In order to address this matter, a role attribute-based

access control (RABAC) is introduced in [122]. Scalability
and multi authority is provided by following a domain of
domains (DoD) concept while flexibility and interoperabil-
ity are ensured by using an heterogeneous communication
model for heterogeneous networks. No benchmark or anal-
ysis of the security of this proposed ACM is presented in
this article.
Later, Ruj and Nayak [123] proposed an offline multi

authority decentralized ACM. Homomorphic encryption is
used for achieving confidentiality of customer data and
attribute-based encryption (ABE) is used for access con-
trol. Although the use of this mechanism is more robust
than Bobba et al. [117] as being decentralised and more
privacy-oriented, one drawback is the performance penalty
introduced by the use of homomorphic encryption as it is first
seen in this article. Simultaneously, Liu et al. [124] proposed
a Multi Authority Access Control with Efficient Attribute
Revocation (MAAC-AR) scheme. This scheme is based on
attribute-based encryption for achieving fine-grained access
control.
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A new implementation based on a CP-ABE(Ciphertext-
Policy Attribute-Based Encryption) based access control is
proposed by Mutsvangwa et al. [125]. This scheme follows
a multi-KDC (multi authority) approach allowing a posi-
tive decentralisation of the key distributions. In addition,
moderate performance in terms of the computational load
is expected by using this implementation. Simultaneously,
Guan et al. [126] proposed a delay-tolerant flexible data
access control mechanism based on a Key-Policy Attributed-
Based Encryption (KP-ABE) on a multi authority basis.
One aspect of the proposed scheme is the delay-tolerant
processing of encrypted information sent by Residential
Units (RUs).
Later on, the authors in [127] proposed a new access

control model for distributed management. The proposed
authorization mechanism manages dynamically the access
rights, while providing the opportunity to all participating
nodes to be involved in the execution of access and control.
Similarly, the work in [128] presents a new decentralized
access control system, which empowers the users to con-
trol the access to their resource, while also leveraging the
Masked Authenticated Messaging (MAM) data communi-
cation protocol in order to safeguard user privacy. Table 5
presents a summary of existing access control mechanisms
for the ESG.
Following the same direction, Blockchain and Distributed

Ledger Technologies (DLT) have burst into the catalogue
of technologies for ensuring access in modern decentral-
ized architectures. This is all due to the principles of the
Blockchain technologies, which are: (a) fault tolerance to
attacks (e.g., DDoS, device malfunctioning or data loss)
due to the decentralized nature of Blockchain technologies,
(b) confidentiality and integrity by design, which is typi-
cally adopted by many applications, for the exchange of
information at Blockchain level by the use of cryptographic
mechanisms (c) the use of smart-contracts, which enables the
use of advanced logic rules on the transaction of information.

D. BLOCKCHAIN IN ESG
The distributed architecture of nodes and machines in the
ESGs demands resilience and fault-tolerance to outages and
attacks. Blockchain is one of the most promising research
fields to handle these challenges. It was first presented by

Nakamoto Satoshi in 2008 towards deploying effective bit-
coin decryption [129]. The basic concept of a blockchain is
that it enables the participation of all users in the network
towards autonomous data storing and distribution. In Bitcoin
cryptocurrency Blockchain was implemented in the form
of a public ledger in a peer-to-peer network, where nodes
replicated and stored continuous and cross-depended blocks
of information. The distribution of the blocks is based on
a consensus algorithm. The blocks’ encryption utilizes a
hash which is produced based on the data of the previous
block in the chain. This method can guarantee the integrity
and confidentiality of the data on the chain. In addition,
chain operations can be constantly monitored and tracked,
while avoid imitations. Data for all transactions completed in
the Blockchain is safeguarded, since anonymous information
sharing takes place by the users involved.
The tamper-proof and trace-ability-oriented design of the

Blockchain makes them interesting in some use cases for
the ESG environment.
Di Francesco Maesa et al. [130] introduced the use

of Blockchain as a generic access control mechanism. In
this novel implementation, the underlying mechanism is an
ABAC through the Bitcoin Blockchain. The policies are
expressed in XACML and there is public visibility of the
policies in the Blockchain. However, some drawbacks are
identified, the first one is the size of the policies which
are heavy for a Blockchain, this could incur in high use
of computational resources. The second one is the used
technology for the Blockchain, in this case, the authors
used Bitcoin which is a public Blockchain. This is consid-
ered a privacy and security issue because an attacker could
have access to the authentication and authorization proce-
dures in the Blockchain. Ouaddah et al. [131] proposed
FairAccess, a Blockchain-based access control framework
for IoT. This framework features an identity-based access
control with permissioned access policy based on Bitcoin
testnet and an Organization-based Access Control (OrBAC)
model. It is worth highlighting from this work the proof
of concept implementation yet the use of Bitcoin as a
public Blockchain is negative for privacy-oriented environ-
ments. Following this research, Laurent et al. [132] proposed
another access control scheme based on Blockchain technol-
ogy, in this case, the Ethereum Blockchain. This mechanism
features an access control list (whitelist) approach for
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FIGURE 6. Blockchain application in the ESG.

the different restricted resources and the authorization is
handled by the Blockchain infrastructure. In contrast with
Di Francesco Maesa et al. [130], Smart Contracts are intro-
duced in this scheme for managing the whitelist. A threat
model is also presented in the security analysis of this imple-
mentation yet it lacks advanced access control mechanisms
such as RBAC, ABAC or other variants. Lin et al. [133]
proposed a new Blockchain-based secure mutual authen-
tication with fine-grained access based on Attribute-based
signature (ABS). Recently, Maesa and colleagues have revis-
ited their work [134], this time the Blockchain technology
was changed from Bitcoin to Ethereum, which have private
Blockchain capabilities. In this new approach, XACML is
again used as a data format for the policies and proof of
concept is provided. The use of Ethereum was performed in
the public testnet raising security and privacy issues yet the
authors acknowledge that the use of a permissioned (private)
Blockchain could reduce costs and improve trust.
All the mentioned work above this paragraph is not

focused on ESG exclusively. To that end, a novel Blockchain-
based access control scheme for the ESGs has been proposed
recently by Zhou et al. [135]. This scheme features identity-
based cryptography (IBC) for the access control mechanism.
A performance analysis is provided yet the details and
performance implications of using a Blockchain are not fully
detailed. Simultaneously, Zhang et al. [136] have developed
a Blockchain-based decentralized keyless signature scheme
for the ESG. To do so, Zhang and colleagues developed

a new consensus method for deploying authentication pro-
cedures in the Blockchain based on the Merkle hash tree.
This scheme is well detailed in terms of computational costs
and performance implications. A comparison against similar
schemes is also provided.
Another implementation regarding the Distributed IoT was

proposed in [137] designing a blockchain-based access con-
trol scheme called BacS. Based on BacS, a redefinition of the
access control permissions of the data services is deployed
and stored on the blockchain, once the data has accessed the
management server of current domain. In parallel, Shi et al.
utilized a lightweight symmetric encryption algorithm (SEA)
to achieve privacy-preserving for Distributed IoT system.
Figure 6 demonstrates the role of Blockchain in the ESG

infrastructure. Blockchain based smart energy contracts can
be quite useful for safeguarding the operations of the ESG
infrastructure. They are based on the distribution of crypto-
graphically signed ledgers towards maintaining the integrity
of data, leveraging trustworthiness and securing the system′s
resilience at the edge. Furthermore, based on this tech-
nique autonomous anomaly detection can be employed in the
infrastructure, delivering any potential unauthorized attempts
to modify critical EDS data in a real-time basis. Moreover,
Blockchain can be used to manage the versioning of time,
user and data transactions, while providing unchangeable
crypto signed ledgers for data protection.
Despite the fact that the ESG produces and supplies

electricity from various sources of primary energy, like
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hydroelectric power plants, the ability of producing elec-
tricity will also be provided to each house or build-
ing by employing its own solar panels. Based on this
assumption, all members of the ESG, such as facto-
ries, bulk generation operators , renewable energy power
plants, energy consumers and producers will utilize smart
contracts towards exchanging real-time energy data in a
two-way method. More specifically, when the consumer
buys electricity, a unique timestamped block for verifica-
tion will be created in a distributed ledger by the blockchain
enabled AMI.
This way, energy transaction data can be securely trans-

ferred by system operators to consumers in order to
charge their network costs via the Blockchain mecha-
nism. Moreover, modifications on data requirements will
be required towards increasing the speed of clearing trans-
actions between the various transmission system operators.
Transactions will be managed and executed on the basis of
actual consumption. In order to protect data from possible
cyber-attacks, encrypted blocks will be utilized in order to
store information and provide a connection to a blockchain
towards constructing a database in real time.
Based on the trustful end-to-end functionality of the

blockchain, Hy-Bridge, a hybrid blockchain-based billing
and charging framework was recently presented in [138].
In Hy-Bridge, due to the blockchain-distributed consensus,
a credit-sharing feature for participants is provided regarding
the energy and utility market. Credit-sharing information is
exchanged based on a local block framework for service
management, while user privacy is preserved by isolat-
ing peer-to-peer transcations in subnetwork blockchains,
where k-anonymity is utilized. All transactions are then con-
nected to the main blockchain based on a hybrid model.
An alternative permissioned blockchain edge model for
ESG network is also presented in [139]. This model uti-
lizes covert channel authorization techniques to safeguard
the validity of participants, as well as group signatures.
In addition, the authors included an optimal strategy
for security awareness based on smart contracts running
on the blockchain. Another interesting approach regard-
ing decentralized, flexible, and fine-grained authorization
for smart devices is proposed in [140]. The authors uti-
lize blockchain, as well as attribute-based access control
capabilities for their model. It was shown that collabora-
tion of these techniques achieves enhanced reliability and
flexibility in cases of controlled access authorization in
emergencies.

Furthermore, a blockchain-based communication protocol
is realized in [141] for overhead balance strategy and fault-
tolerance strategy. In order to deal with access control gaps in
blockchains, this work proposed a digital control scheme of
certicate-based data access (CBDA). Additionally, a public
anonymous authentication method is utilized for preserving
user privacy and identifying malicious anonymous users
that might have managed to obtain any of the distributed
certificates. Table 6 summarizes the Blockchain-enabled
mechanisms for the ESG infrastructure employing efficient
access control and authorization in a privacy preserving
manner.

VII. FEDERATED LEARNING FOR PRIVACY
PRESERVATION IN THE ESG
The ESG handles a large and complex volume of gener-
ated data on different network entities towards deploying
real-time processing. In order to provide reliable and high
quality services, the ESG infrastructure utilizes Machine
learning (ML) techniques that enable secure information
analysis and storage for all generated data. ML is a pro-
cess of pattern identification, prediction and decision making
based on previously acquired information towards address-
ing different kind of tasks. Moving towards the vision of
a decentralized ESG infrastructure, the design and develop-
ment of such technologies is essential. Such techniques will
enable the dynamic integration of ESG components, as well
as the secure exchange of all generated data and behavioural
patterns. Long-term load forecasting can greatly benefit from
the evolution of ML. However, such an ESG essential service
can raise privacy concerns, since the load profiles reveal a
lot of sensitive information about consumers [142]. Towards
addressing this security issues, without degrading data vol-
ume and variety, Federated Learning (FL) was recently
proposed as an on-device solution [143].
FL is a promising technique in edge computing, focused

on model training for multiple parties, where the ML
algorithm is run locally by data holders and only model
parameters are exchanged [144]. This way participants can
learn a global model collaboratively while preserving their
privacy. FL outperforms conventional ML, in which a cen-
tralized curator collects all training data, by reducing privacy
concerns and transmission costs, since the training work is
distributed amongst all participants. In the ESG infrastruc-
ture, FL can be performed on the edge equipment, such as
a smart meter in each house, posing as an interface between
the customer and the electric power supply. Based on FL, the
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ESG can exploit the capabilities of secure distributed intelli-
gence and also utilize Blockchain technology to develop an
efficient collaboration among untrusted entities for reliable
data sharing [145].
Based on this assumption, a novel blockchain-enabled fed-

erated learning (FL-Block) scheme is proposed in [146].
FL-Block utilizes blockchain to verify miner participants, so
as to allow local learning updates on each participating end-
device. Based on this collaborative scheme, the global model
is not kept in centralized entity and autonomous machine
learning is enabled.
Similarly, in [147] the authors presented a Federated

Capability-based Access Control model (FedCAC) for large
scale IoT systems. Based on the proposed scheme, FL is
utilized in order to propagate access permission amongst
participants, while an identity-based management strategy is
employed in order to handle the access rights. By decentral-
izing the authorization decision-making policy, the service
provider can locally perform the access authorization process
leveraging situational awareness.
Moreover, the work in [148] realized a novel archi-

tectural model for data transmission based on permis-
sioned blockchains. Based on this model, the authors
focused on deploying secure connections between all
IoT nodes. By utilizing permissioned blockchains and
FL capabilities security was shown to improve during
data transfer, as well as data privacy to be efficiently
preserved.
Regarding the field of Fog Computing, a privacy

preserving system based on FL was also proposed in [149].
The utilization of FL improves the training capabilities of
the proposed scheme, while the security of the IoT device
data is enforced. In order to prevent the interference of
third-party malicious parameters, authors deploy differential
privacy accompanied by the Paillier homomorphic encryp-
tion as well. A secure parameter aggregation method is also
presented in this work, based on blinding and Paillier homo-
morphic encryption, aiming to safeguard participants against
infected Fog nodes.
Last but not least, an efficient and privacy enhanced

federated learning (PEFL) scheme for industrial artificial
intelligence was proposed in [150], guaranteeing aggrega-
tion oblivious security. The PEFL scheme was shown to
provide a high privacy-protection level, while preventing pri-
vacy leakage from the local gradients as well as the shared
parameters.
FL has yet to be employed or even practically tested

in the ESG infrastructure. Nevertheless, all recent research
points to promising results regarding its performance on pri-
vacy preservation. FL is a useful tool that can be combined
with Blockchain technology in order to design and develop
a novel access control mechanism that utilizes secure and
decentralized block-chains with privacy preserving capabili-
ties for the ESG. FL is a framework that is not designed to
fill in the technological gaps of access control by itself.
However, in collaboration with the capabilities of other

authentication and access control schemes can produce
significant improvements in the overall security of ESG.

VIII. DISCUSSION AND CHALLENGES
The ESG infrastructure provides different kinds of services
ranging from real-time control processes to dynamic pric-
ing and detailed state estimation of the various distributed
operations in smart metering. These services require the col-
lection of fine-grained data with different levels of metering
frequency and data accuracy. As presented in the previous
sections, a variety of privacy preserving approaches have
already been proposed for the ESG, aiming to satisfy the
basic privacy requirements and follow the guidelines estab-
lished by organizations. The AMI is considered as the
brain of the ESG. Data privacy breaches are more likely
to occur in this section of the grid compared to others
in various forms. Up until now privacy was attempted to
be secured either while the data was in transit, involving
services like on-demand metering, billing and real-time pric-
ing, or at the smart meter level by hiding a part of them.
However, due to the fact that most of existing literature
works evaluate the proposed approaches via simulation and
not via real-world devices, the ESG domain suffers from
reproducibility of research results. Table 7 summarizes the
aforementioned privacy-preserving techniques for the ESG
according to the type of the protected data. ESG protected
data may involve (a) electricity consumption data aggre-
gated from smart meters, (b) billing information regarding
electricity costs and contract data requirements of the corre-
sponding utility company, (c) subscriber profile information
referring to residents’ personal information such as name,
surname, age, address, social security number etc., (d) pro-
sumer general characteristics including information regarding
electricity network balancing operations, as well as electric-
ity production and consumption and (e) types of devices
operating at home according to amounts of energy consumed.

A. DATA MISUSE
The challenge of preventing the misuse of consumption data
is currently focused on the utilization of trusted remote
entities. Based on consumption data, consumer electronics
companies may promote appliances, leading to consumers’
privacy intrusion. Due to this fact, the leakage of sensitive
information results as an inevitable fact in the AMI system.
Currently, trusted remote entities are promoted to ensure the
privacy of consumption usages and prevent utilities from
misusing them. However, such techniques are proven to
be vulnerable to eavesdropping cyber-attacks. Additionally,
despite the fact that symmetric cryptography based schemes
perform well in terms of energy cost and timing, further
research is needed for the efficient employment of such
anonymization techniques in the future decentralized ESG.
Homomorphic cryptosystems are another popular privacy-

preserving solution providing security against information
leakage attacks. Nevertheless, the exchange of large mes-
sages between the involved devices required in such

1952 VOLUME 1, 2020



techniques degrades network performance and makes it
vulnerable to other kinds of cyber-attacks.
Moreover, battery-based Data Masking mechanisms were

presented in various forms by researchers throughout the
years considering the manipulation of smart meter mea-
surements towards disguising the real energy consumption
values. For this purpose, a rechargeable battery is used
to partially supply the energy demand. However, despite
theirs benefits, BDM approaches are greatly affected by the
capacity, the charging and discharging of the corresponding
battery.
Novel and advanced privacy-preserving mechanisms pro-

ducing a high level of trustfulness in transactions are
essential to be implemented in order for consumers to be
able to control and protect their information, while satisfying
the desired requirements of the AMI services.
Existing solutions may ensure consumer privacy on some

level via data anonymization, but there is a risk of preventing
utilities from providing consumer specific services since
specific parts of consumption information are concealed.
Moving towards a decentralized management strategy of the
ESG infrastructure privacy-aware machine algorithms should
be implemented based on anonymization techniques. That is
the only way to protect the exchange of private information,
while performing machine learning training and/or testing.
Challenges in this task lie on the need to re-purpose the
machine learning algorithms in order to cope up with the
new advances and scalability requirements, both in terms of
processing and communication costs [151].
Distributed privacy in smart metering processes can also

be facilitated by the utilization of advanced and secure
network routing protocols, assuring high reliability on data
delivery. The evolution of networking protocols for the ESG
includes the employment of encryption as a common addi-
tion. However, the challenge lies on choosing the right kind
of communications to be encrypted and in the right time.
Such knowledge can be obtained by monitoring and studying
the network traffic in the grid by utilizing intrusion detection
mechanisms.

B. AUTHENTICATION, AUTHORIZATION, AND KEY
MANAGEMENT
As stated in [152], limited research is being done regard-
ing the authentication of user data and behavioral privacy
in the AMI. The development of key management and
authentication techniques can be based on lightweight and
secure cryptography techniques such as hash functions, ECC,
coding based techniques, and Merkle trees.
Another promising future direction focuses on the imple-

mentation of sophisticated key management frameworks
combined with attribute-based access control qualifications.
The work presented in [153] proposes a lightweight key
agreement protocol, based on the IEC 62351 part 9, for
increasing the security in substations and data center. The
protocol minimises the vulnerabilities of IEC 62351 regard-
ing the use of symmetric keys for communication encryption.

Similarly, a novel anonymous authentication and key agree-
ment protocol is presented in [154] providing methods of key
update and revocation in aims of minimizing communication
costs and employing conditional identity anonymity.
The overall ESG security and privacy goals demand

a more advanced and complex security system that can
seamlessly extend key management services across multiple
platforms and networks of the grid, while protecting the
consumers privacy. In order to provide authentication and
authorization of users in the ESG, role-based passwords are
utilized by smart meters, intelligent electronic devices and
other outdoor field equipment. Due to the large number of
devices, these passwords are often similar in each utility,
transforming them to possible entry points for malicious
actors. It is quite challenging to ensure user authentication
and authorization in the ESG due to the fact that these
devices may be accessed physically on the spot or even
remotely from different locations in a wired or wireless way.
Authorization should be employed in way that each user

can perform only specific actions as instructed under the
access permissions granted to him/her. Based on this assump-
tion, the resource access should be specific to each user
exclusively, while enforcing a hierarchically management
strategy in substations and central stations for the control
of authentication and authorization. This way only authenti-
cated users will be able to interact with the indented devices
by performing assigned authorized actions in a scalable and
controlled manner. By utilizing specific user-role authoriza-
tion mechanisms, insider attacks can be efficiently mitigated
in the ESG.
Future work should be focused on the development of

decentralized authorization systems without the use of a cen-
tral trusted party. Such systems would be ideal for the ESG
infrastructure, since they can safeguard user privacy, be scal-
able enough as well as protect from malicious actors aiming
to manipulate the grid network traffic.

C. ACCESS CONTROL
Designing a fully-equipped access control system for the
ESG, while also safeguarding data privacy is a non trivial
task. Literature shows that were several attempts towards
this direction. On the one hand, centralized access control
schemes were proposed, where a centralized authority is uti-
lized in order to employ authorization policy management
and policy decision making. In such systems it is easy to
adapt existing security standard technologies and manage
authorization rules. However, centralized access control is
vulnerable to systems failures since there is only one cen-
tralized entity for management and storing. A performance
bottleneck is also likely to occur towards achieving high
quality of service for the users. Last but not least, pri-
vacy protection is entrusted on a TTP authority, that was
proven to be inefficient towards several kinds of attacks.
On the other hand, decentralized access control systems
deploy authorization policy on the edge of network, enabling
user to intelligently control the access to their private data,
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while also reducing the risk of data misuse and leakage by
a centralized entity. Another advantage of such systems is
that there is limited influence on the network in case of a
failure, as well as distributed trust relationships amongst
the edge networking entities. Nevertheless, decentralized
access control faces challenges regarding the implementa-
tion of authorization mechanisms on resource-constrained
edge devices in terms of memory and storage. Latency and
overhead are increased over the network communications.
Moreover, a higher level of complexity is involved due the
heterogeneity of devices in the ESG.
Another promising research direction towards enforc-

ing privacy and efficient access control in the ESG
is lead by cloud computing services. Nevertheless, this
endeavour is highly dependent on authentication proto-
cols that face several challenges towards their employment
in the ESG infrastructure regarding efficiency, cost and
delay. Providing mutual authentication among home area
networks, industry area networks involving energy providers
and the AMI network is a challenging task. Up until
now, no protocol has been proven to be up for this
task.
Several recent works have shown that Blockchain tech-

nology is ideal for the ESG infrastructure since it provides
decentralized security and privacy. Blockchain technology
enables the transfer of field measurement data and local
transaction data in a peer-to-peer manner within the ESG.
A decentralized manner for storage and data replication is
employed on multiple devices, instead of a single data cen-
ter.A variety of advantages are introduced by the Blockchain
technology for the ESG including data reliability, simplicity
in transactions’ implementation between between untrusted
peers, transparency in the distribution of resources, as well as
security in establishing authorization mechanisms. A fast and
public blockchain mechanism is the best choice for access
control in the ESG. In such a blockhain operation, the nodes
are trustless and anonymous, enforcing longer transaction
approval time [155]. Still, in order to employ efficient privacy
protection, modifications are required. Additionally, the pub-
lic blockchain poses several challenges regarding increased
network latency, energy consumption, transaction costs and
computational overhead. Despite its advantages, integrating
the blockchain technology may expose ESG to new types of
cyber security issues, since it still suffers from several cyber
security vulnerabilities [156].
Moving towards the vision of a decentralized ESG infras-

tructure, future research should focus on the implementation
of decentralized authentication protocols and access control
schemes that fulfil all the proposed security and performance
objectives in the ESG. Federated learning is a novel tech-
nique that can enable privacy protection on edge-smart
meters leveraging distributed intelligence in a scalable and
authorized manner. Further research in this promising field
is highly recommended since the collaboration between FL
and Blockchain technology fills in the technological gap
regarding the design and development of a novel access
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control mechanism with privacy preserving capabilities for
the ESG.

D. PRIVACY ECONOMIC MODELS
Another challenge regarding privacy in the ESGs focuses on
the deployment of privacy economic models for smart meter
data. The ESG paradigm facilitates the advancement of dig-
ital economies and privacy economics. The ESG promotes
new business models and actors (aggregators) who rely on
metering data so as to create portfolios and manage their
assets. However, the challenges in this field are caused by
the consumers′ ignorance and insecurity regarding the pur-
pose and utilization of their personal data. A way to make
customers aware of their energy behavior is the utilization
of high resolution metering. This way passive (consumers)
can be turned to active (prosumers) who will also be able
to provide services to the grid [157]. Reliable data sharing
techniques and mechanisms could be developed that would
allow consumers to trust and feel safe regarding the dis-
closure of their private information. This anonymous data
sharing could be utilized to maximize the social welfare.
The deployment of such schemes would require the cooper-
ation of privacy theoretic models and game theoretic models
concerning consumer-operator interaction.

E. CASE STUDIES
The need for novel and hybrid privacy preserving approaches
which follow the General Data Protection Regulation
(GDPR) guidelines is essential towards the efficient deploy-
ment of ESG operations. The Secure and PrivatE smArt gRid
(SPEAR) project is a Horizon 2020 framework research pro-
gram aiming at the development of an integrated platform
of methods, processes and tools for safeguarding the ESG
from cyber-attacks [158]. SPEAR values the advantages of
anonymous data sharing, digital certificates and hybrid pri-
vacy preserving schemes leveraging access control properties
towards providing a trustful ESG communication network.
ESG privacy preservation mechanisms and access control

capabilities are also being studied in the SDN - microgrid
reSilient Electrical eNergy SystEm (SDN-microSENSE)
project, another European Unions Horizon 2020 research
and innovation programme [159]. SDN-microSENSE focuses
on providing a platform of secure, privacy-enabled and
resilient to cyber-attacks tools, towards safeguarding the effi-
cient and reliable operation of Electrical Power and Energy
Systems (EPES). Stakeholder data exchanges in modern
EPESs should promote the integrity and the confiden-
tiality of information. The SDN-microSENSE architecture
utilizes Blockchain capabilities and modern anonymization
techniques towards preventing potential data breaches.
These research projects are in the way of address-

ing the security needs and technological gaps of current
networking and communication technologies for the ESG
infrastructure. Their innovations in the security and pri-
vacy frameworks follow the highlights of the current survey,
extending the capabilities of existing privacy preserving

techniques in cooperation with efficient access control
mechanisms.

IX. CONCLUSION AND FUTURE WORK
The ESG is a modern EPES. Being beneficial not only to the
power industries, but also the consumers, ESG promotes effi-
cient energy generation, distribution and monitoring, while
preserving information privacy. However, due to its vast
scale, many vulnerabilities are found to exist. This survey
discussed how can privacy breaches and manipulation of
energy consumption data be avoided in the ESG. A variety
of privacy-preserving schemes and access control approaches
where presented promoting different kinds of mechanisms
and techniques for securing privacy in the ESG.
Smart grid privacy requires well-tailored solutions, novel

hybrid approaches which follow legal and regulatory guide-
lines while considering a number of different interconnected
stakeholders. It is essential to perform efficient metering in
the AMI for every household, while safeguarding the privacy
of sensitive information exchanged based on highly secured
and authorized aggregation procedures. Novel authentication
processes should be able to safeguard the confidential and
private information of related entities and generally be able
to support mutual authentication operations in the network
infrastructure. A secure and reliable access control scheme can
efficiently manage each entity after the authentication process.
This work presented a new viewpoint on smart grid history

by promoting challenging perspectives and goals regarding
the ESG’s future. The identification of specified privacy
needs and vulnerabilities of the ESG is vital for researchers
so as to efficiently mend security gaps and propose new
technologies.
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