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Abstract: The world has become increasingly dependent on large-scale and distributed information
and communication technology (ICT) infrastructures and systems in sectors such as energy, transport,
banking, healthcare, water supply, and digital services, while their protection is considered of
paramount importance and has already drawn remarkable attention from governments and key
industry players. Establishing common approaches by leveraging existing frameworks and cyber
security practices for improving the security postures of those systems is one of the major objectives
for ensuring an adequate level of protection and avoiding the detrimental effects of disruptions
on society and citizens. Configuration management (CM) is one of those common practices for
establishing and maintaining the integrity and consistency of a system and its elements with regard
to the function, performance, and status of technical and physical attributes, and it contributes to a
desirable security posture throughout the lifecycle of a system. This study addresses the importance of
CM, and while considering the corresponding frameworks, standards, and best practices, it proposes
a permissioned blockchain-based approach, that inherits the benefits of the blockchain technology
and ensures the integrity of the systems’ configuration across the complete lifecycle management
of its products and services as an underlying model for mapping and integrating CM functions.
Furthermore, this study briefly presents the benefits and challenges of the application of permissioned
blockchain models and proposes a smart-contract-based role-based access control mechanism, in
addition to presenting an operating concept based on brief but real-life lifecycle requirements of
organizational configuration management.

Keywords: configuration management; change management; blockchain; critical infrastructure;
distributed and large-scale ICT

1. Introduction

The cyber landscape is under constant changes as malicious actors exploit known
cyber security gaps and discover new ones. Over recent years, cyber attacks on critical ICT
systems have increased [1], and they have become more sophisticated and effective than
before. The consequences of cyber attacks on a large-scale and distributed ICT infrastructure
for financial, political, or military gain could include service degradation or disruption,
environmental damage, financial loss and/or human injuries, or threats to human lives on
a large scale, thus causing serious problems.

A fundamental understanding of how malware actors target critical systems and
infrastructures can help organizations and key stakeholders comprehend how to conduct
cyber security defense operations, respond to incidents, embed security in systems’ design,
understand risks and business impacts, implement strategic, operational, and tactical
changes, and protect themselves from possible harm.

Collaboration between states and public or private entities facilitates the development
of policies, frameworks, and guidelines for raising awareness, establishing best practices,
leveraging and combining strengths, developing skills, identifying gaps, and increasing
preparedness. These interactions also help teams work together more efficiently to deter,
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detect, and apply effective responses to cyber attacks, especially across distributed ICT
infrastructure components, which, in many cases, deal with geographically dispersed
legacy systems.

As cyber threats continue to evolve, organizations still have limited resources for
minimizing their attack surfaces and improving their security postures. Security has
become a risk-based activity, where the operational and economic costs define the appetite
and tolerance thresholds of risk, and they are fully integrated to balance the needs of an
organization’s mission and business processes against cyber threats. In today’s digital
world, resources are scoped and tailored to fulfill this balance, and the practice of a risk
management approach is fundamental to cyber security programs.

Information technology (IT) and operational technology (OT) systems are under a
constant state of change, which spans technological, physical, business, and even human
elements. Such changes could be hardware or software changes, incoming personnel with
different skills, changes in system architectures, changes in the supply chain, changes in
physical and technical access control measures, and many more. A disciplined and struc-
tured approach to monitoring, controlling, and documenting such changes is essential for
the support of the security of IT and OT systems [2]. Such activities fall under configuration
management (CM), the absence of which can have a significant impact on the security and
privacy postures of these systems.

According to the National Institute of Standards and Technology (NIST) [3], Configu-
ration Management is an umbrella definition that covers a collection of activities that are
focused on establishing and maintaining the integrity of information technology products
and information systems through the control of processes for initializing, changing, and
monitoring the configurations of those products and systems throughout the system devel-
opment lifecycle. Change management—despite being frequently shown as a standalone
function—is a specific functional element of configuration management that is responsible
for managing changes during the lifespan of a system. Its interactions with the rest of the
configuration management functions will be shown and described below.

The concepts, principles, and processes described in existing publications set the
overarching high-level framework of security configuration management (SCM) [3-5]
with the objective of managing and monitoring the configurations of information and
operational systems to achieve adequate security and minimize organizational risks while
supporting the desired business outcomes and services.

Furthermore, during the rapid development and wide application of distributed ICT
systems, the interest in blockchain technology has dramatically increased and has made it a
widely accepted solution due to the efficiency, applicability, and essentials of its features [6].
Blockchain technology can be used to cryptographically sign the “who”, “what”, “where”,
“when”, and “why” for the status of and changes in all critical cyber assets throughout the
chain of custody. Traceability, auditability, decentralization, immutability, transparency,
and peer communications are features of distributed ledger technology that are enablers
in supporting the management and security of information technology products and
information systems more effectively [7].

Focusing on the principles of security configuration management, this study proposes
a blockchain-based model as the foundation of configuration management and change
control applications; this model inherits all of the benefits and advantages of the integrity,
tamper-resistance, trust, and scalability of distributed ledgers. Placing an emphasis on the
protection of distributed ICT infrastructure and its complex nature, this study addresses
the requirements of CM by proposing a permissioned ledger as a closed ecosystem with a
defined governance structure, private transactions, and strict authentication access in order
to maintain the security requirements of the critical components of IT/OT infrastructures.

The aim of this study is two-fold. The first objective is to present a high-level overview
of the existing frameworks, publications, handbooks, and guidelines that underpin the CM
process in IT/OT systems, especially in the domain of large-scale and distributed systems.
The second objective, which is of equal importance, is to map the fundamental processes,
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practices, and phases of CM and demonstrate how those can be applied in a blockchain
model to support real-life technical requirements by benefiting from the advantages and
features inherited from distributed ledger technology.

The rest of this paper is structured as follows. Section 2 presents the existing set
of publications, frameworks, handbooks, and guidelines that define CM, as well as the
existing background research related to the scope. Section 3 presents the motivations
and challenges that triggered the proposal of a blockchain-based CM model, since the
existing research was found to be limited. Section 4 briefly presents the CM process and
the phases that it comprises, as well as related definitions. Section 5 presents the proposed
blockchain-based model and a related mapping of the functions of CM. Section 6 describes
the operating concept using a practical application of a complete lifecycle of the CM
process, while Section 7 summarizes the paper’s proposals and depicts our objectives for
future work.

2. Background and Research Review

Configuration management is a strong requirement in many cyber security frame-
works and standards. It is used to enable the functional and physical attributes of IT/OT
platforms, products, and their environments to determine the appropriate security features
and assurances that are used to measure a system configuration state. It is also used to
control modifications to hardware, firmware, software, and documentation in order to
ensure that ICT systems are protected against unauthorized modifications prior to, during,
and after system implementation by establishing baseline controls via policies, practices,
and procedures.

The following publications are used to define the set of requirements, starting from
risk management, ending with the implementation of configuration management, and
spanning across various governmental and institutional entities:

ANSI/EIA-649C, Configuration Management Standard

Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM)

EIA-836B, Standard for Configuration Management Data Exchange and Interoperability

ENISA Risk Management/Risk Assessment Framework

European Council Directive 2008/114/EC

IEC62443-Security for industrial automation and control systems-Parts 2-4, 4-1 and 4-2

ISO/IEC 27001, Information Security Management

ISO/IEC 20000:2018, IT Service Management System Requirements [8]

NIST Special Publication (SP) 800-37 Revision 2: Risk Management Framework for

Information Systems and Organizations [2]

NIST SP 800-53 Revision 5: Security and Privacy Controls for Information Systems

and Organizations [4]

11.  NIST SP 800-82 Revision 2: Guide to Industrial Control Systems (ICS) Security [5]

12. NIST SP 800-128: Guide for Security-Focused Configuration Management of Informa-
tion Systems [3]

13.  NIST SP 800-160: Systems Security Engineering: Considerations for a Multidisci-
plinary Approach in the Engineering of Trustworthy Secure Systems [9]

14. NIST Cybersecurity Framework: Framework for Improving Critical Infrastructure
Cybersecurity [10]

15.  US DoD Protected Critical Infrastructure Information (PCII) Program
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Alongside the above-mentioned frameworks, there are several other libraries of frame-
works, standards, and best practices [11] that are focused on IT service management
activities for service providers, enterprises, and military organizations. These publications
play a significant role in the overall definition of CM and the set of requirements, processes,
procedures, and business outcomes. These can be listed as follows:

1. ENISA Guidelines on Security Measures under the European Electronic Communica-
tions Code (EECC)
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COBIT 2019, Management and Governance of Enterprise IT [12]

ISO 10007:2017, Quality management—Guidelines for configuration management
ITIL v4, IT Infrastructure Library

Mil-HDBK-61B, Configuration Management guidance [13]

TM Forum Business Process Framework (eTOM)
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In the scope of the aforementioned publications that set the high-level frameworks
and procedural guidelines, there are plenty of works found in the literature that address
implementation proposals that follow the requirements of configuration management, but
the research activity on blockchain-based solutions for supporting CM implementations is
very limited.

Kinkelin et al. [14] proposed an abstract Byzantine fault-tolerant (BFT) configuration
management system (CMS) based on the Hyperledger Fabric environment with the objective
of managing configuration requests in an operational environment. Their proposal acts as
an intermediate authority between administrators and managed devices, and it is able to
conduct multi-party authorization for critical configurations to prevent individual malicious
administrators from performing undesired actions; changes are applied only after a con-
figuration has been validated and authorized by multiple experts. One of the drawbacks
of the proposed system was found to be the potentially low number of validators, which
would weaken the protection of this CMS. Kostal et al. [15] proposed a private blockchain
approach for storing and loading configurations of Internet of Things (IoT) devices to man-
age and monitor network devices, and they highlighted the tamper-proof functionalities
of the proposed method, which was also supported by off-chain databases. Furthermore,
authorized network administrators used digital certificates to authenticate themselves, while
they could modify the configuration of devices if they were authorized to do so for a given
device or group/domain of devices. Alvarenga et al. [16] proposed a blockchain-based
architecture for secure management, configuration, and migration of virtualized network
functions, which ensured the immutability, non-repudiation, and auditability of the configu-
ration update history and the anonymity of tenants and configuration information while
guaranteeing the secure update and migration of configurations at the core of the network
and being resilient to collusion attacks from up to one-third of the blockchain modules.
Mylrea et al. [17] examined how blockchain technology can enable critical infrastructure
protection compliance and aid in the security of software supply chains, patch management,
and configuration management through an immutable cryptographically signed distributed
ledger that enabled improved data security, provenance, and auditability while describing
the challenges in applying blockchain technology due to the lack of existing policies and
governance. Han [18] proposed a very abstract blockchain configuration management
system that could protect the copyrights of software development projects and systems’
configurations. Samaniego et al. [19] proposed a limited-scope virtualization of IoT compo-
nents with the objective of supporting configuration management and provision across an
IoT network, and they achieved efficiency in terms of latency and bandwidth. The solution
was based on a permissioned blockchain with encrypted blocks for additional security.

The aforementioned research touched some elements of the overarching CM pro-
cess, but did so in isolation—without a contextualized approach—and, most importantly,
without identifying which function of CM they were addressing and how the proposed
work might interact with the rest of the functions of CM. The present study covers this
gap by addressing the challenges and opportunities of an efficient implementation of a
CM process and presents an end-to-end blockchain-based model that enables all of the
different functions of CM. Furthermore, it demonstrates how the benefits of blockchain
technology can be leveraged in the CM lifecycle in alignment with existing frameworks,
policies, recommendations, guidelines, and best practices.

3. Motivation and Challenges

Industries, enterprises, and governmental organizations use a plethora of tools that
cover areas of the requirements of configuration management [20]. These tools have a
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certain overlapping coverage area. This is the reason for why more than one tool is required
to cover the whole scope. Furthermore, there is no indication that these tools currently
utilize blockchain technology in their production environments, especially for configuration
management purposes.

We identified that even though there is a very mature framework addressing the
requirements of that stem from the frameworks, policies, guidelines, and best practices
of CM that were presented before, there is not a mature implementation showing how
these requirements can be applied in a blockchain infrastructure by utilizing the value and
benefits of this technology. In addition, the majority of the existing research covered CM
topics in an abstract manner and did not address a holistic proposal or solution or how this
may interact with the rest of the functions of CM.

It was found that the need for the development and application of blockchain tech-
nology to underpin the requirements of configuration management is evolving, and it is
expected to expand and grow; when used, this technology will bring additional value
and boost the business outcomes and overall security of large-scale and distributed ICT
systems [17].

4. Configuration Management
4.1. Definitions and Value of Configuration Management

Information systems are discrete sets of information resources that are organized
for the collection, processing, maintenance, use, sharing, dissemination, or disposition of
information, and they are composed of several components, the configuration of which has
a direct impact on the security posture and the operational functionality of the system [4].
A configuration item (CI) is a single component or set of components of an information
system that is subject to configuration management and is considered as a single entity
throughout the practice of configuration management [3,13]. Each CI should be properly
identified, labeled, and tracked during its lifecycle, its interactions, and its contributions to
an overall system’s function. A CI could be a network element, a server, an application, a
documentation, a security compliance checklist, a service, or even the information system
as a whole, which when defined correctly, provides an organization with the means to
apply the desired lifecycle management for security and operational requirements. Each CI
has a baseline configuration.

A baseline configuration is a set of specifications for a ClI or a set of ClIs within a system
that have been formally presented, reviewed, and approved at a given point in time. The
baseline configuration can only be changed through a change control procedure triggered
by a change request. The baseline configuration is used as a basis for future builds, releases,
or changes and evolves over time depending on the stage and progress of the system
development lifecycle (SDLC) requirements, such as development, testing, production and
retirement. Early in the SDLC, when a system is being initiated and acquired, the baseline
may be a set of functional requirements. As the system is developed and implemented,
the baseline may expand to include additional configuration elements to fulfill the end-
state objectives of production. When a new baseline configuration is established, all of
the changes from the last baseline are approved. Older versions of approved baseline
configurations are maintained and made available for review or rollback as required. There
are also different types of baselines, such as functional baselines, product baselines, service
baselines, etc., the differences of which, will be left out of this study.

CI records contain all information related to each CI, including the baseline config-
uration, unique identifiers, description, version, location, type, relationships with other
ClIs, status, etc. Practically, this information may include as many attributes/properties
that can uniquely and unambiguously describe a CI, depending on the data model used by
the system.

The way the configuration of the Cls is implemented, maintained, and managed
requires a disciplined approach to providing adequate security and functionality and
fulfilling the organizational outcomes and objectives. Changes in the CIs are often required
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to fulfill business requirements, adopt IT architectural changes, react to incidents and
known IT problems, and be up to date on security needs. These changes can heavily
and negatively impact the previously established security posture and/or operational
requirements. This is the reason why a controlled, documented, and effective configuration
management process is critical for the maintenance and improvement of the security
posture, functional outcomes, and business objectives of an organization.

Security-focused configuration management (SecCM) is the management and control
of secure configurations for an information system to enable security and facilitate the
management of risk [3,21], which is still a subset of the overall configuration management
process. The security-focused configuration management process is vital in maintaining
a secure state during organizational operational management, ensuring that risks are
properly assessed and changes are authorized to proceed, and managing a reliable and
updated change record that is always available for auditing and accounting purposes.

A configuration management database (CMDB) is used to store configuration records
throughout their lifecycle and maintain the relationships among them. It also helps an
organization understand the relationships between the components of a system and track
their configurations.

A configuration management system (CMS) comprises a minimum of one CMDB,
while multiple CMDBs can be used by an organization to store and manage CI records
from different domains. In addition, a CMS contains information related to incidents,
problems, and known errors, which are functions that fall outside the scope of this study.
The immutability of a CMS is considered vital, as it constitutes the overall IT baseline of
the whole organization.

In practical terms, a CMS is part of a larger system called a service knowledge manage-
ment system (SKMS). The SKMS consolidates and analyzes configuration item (CI) records
to facilitate the design, development, delivery, operation, and improvement of services.
The SKMS is based on a number of best practices and industry standards [8,12], and it
fulfills organizational service management, security, and business intelligence objectives
and requirements.

Finally, the SKMS also includes a definitive media library (DML), which is a secure
repository in which an organization stores definitive and authorized versions of software,
media, and data. When there is a requirement for the deployment of a new release, only
available releases existing in the definitive media library can be used to build the new
release. The entries in the DML can be considered as separate CIs, the records of which can
be stored in the aforementioned CMDBs.

4.2. Configuration Management Functions

In general terms, the aforementioned configuration management (CM) standards,
handbooks, and publications define the configuration management process with
five key functions/disciplines [3,9,13] (shown in Figure 1):

¢ Management and planning;

*  Configuration identification;

*  Configuration control or change management (ChM);
¢  Configuration status accounting;

*  Configuration verification, evaluation, and auditing.

Management and planning deal with defining the strategic aspects that are required
to be in place in order to underpin the next stages. These aspects include the definition of
roles, responsibilities, tools, interfacing processes, organizational criteria, and priorities, the
definition of configuration items (Cls) and baselines, security considerations, conditions,
and constraints, the development of documents such as directives, operational procedures,
and guidelines, and the establishment of organizational boards that will enforce and oversee
the configuration management process.
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Figure 1. Configuration management functions (Mil-HDBK-61B [13]).

Configuration identification addresses the aspects of the proper identification, baseline,
labeling, hierarchy, structure, and dependencies of CIs, which are subject to formal reviews
and configuration audits. Via this function, all CIs should be uniquely and unambiguously
identified, while the status of the configuration should be traceable for every past, present,
or future (planned) configuration state.

Configuration control or change management (ChM) enforces the required security
and control measures to maintain the secure, approved baseline of the system, minimize
unauthorized and/or undocumented changes, further manage, document, and coordinate
among all stakeholders, evaluate the quality, benefits, and costs, and assess the risk of all
requested changes during the lifecycle management of all CIs by applying a broad range
of procedures and criteria in order to finally deny or approve all change requests via the
organizational regulatory boards, which are normally called configuration control boards
(CCBs) or change advisory boards (CABs).

The configuration status accounting function captures, stores, maintains, and pro-
cesses configuration management status information for CIs with respect to their baselines,
approved changes, and releases in order to preserve, protect, and ensure the integrity,
confidentiality, and availability of the ClIs by supporting the planning and decision mak-
ing for certification, accreditation, authorization, and reporting activities. By preserving
current, accurate, and retrievable information on the status and configuration of ClIs, an
organization can ensure the effective and efficient lifecycle management of its systems,
starting from the design phase, testing, and production and ending with full retirement.

The configuration verification, evaluation, and auditing function includes all necessary
technical and non-technical capabilities for addressing security and operational concerns.
These capabilities include security compliance checks, configuration gap analysis, and the
difference between the “as-certified” and “as-maintained” status of Cls. Via these audit
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control mechanisms, an organization is able to assess whether a system conforms to the
security aspects of the operational requirements against the defined baselines and is capable
of assessing security-relevant discrepancies, variances, and deficiencies.

5. Proposed Model

This study consolidates the principles of configuration management and proposes a
blockchain-based design that inherits all of the benefits and advantages of the integrity and
immunity of distributed ledgers.

As mentioned before, the configuration management system is considered the overall
baseline of a whole organization; thus, its confidentiality, integrity, and availability (CIA
triad) are meant to be vital for the security posture and fulfillment of the operational
objectives, especially when the organization underpins distributed ICT systems. The high-
level components of the functions of CM and their proposed interrelationships with other
functions and processes are shown in Figure 2, where the elements in green are enabled by
blockchain technology.

Dashboards

Impact/Root Cause
Analysis

Business Intelligence

Synchronization

Reconciliation

Modeling | Mapping

Reporting

il

Monitoring

Performance

Service Knowledge Management System (SKMS) &

\

System of Systems
System 5

Configuration Management System(CMS)

Known Errors
Problems ’ :

e ——————————

Incidents r
=] & e +

Figure 2. High-level components of CM.

A blockchain solution can be classified as public/permissionless or private/permis-
sioned. Each one has differences in the nature of stakeholders’ membership and au-
thorization, which is required for participating in a blockchain network. In a public
blockchain, anyone can register and interact without permission, while a permissioned
network requires additional levels of access restriction policies, which narrow down the
access, privileges, and rights of the participants.

Considering the increased security requirements and the nature of large-scale and
distributed ICT systems, we propose the implementation of a permissioned distributed
ledger with a well-defined governance structure, private transactions, and strict authen-
tication for access in order to preserve and ensure the security requirements of critical
IT/OT components. A permissioned ledger is proposed in order to allow only selected and
verified participants of the organization to interact with the system by applying a role-based
access control mechanism for giving specific privileges and access rights according to the
roles and responsibilities in the CM process. Furthermore, the proposed blockchain-based
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system acts as a secure repository to ensure that all of the outputs of the configuration
management process have not been tampered with.

This section will present the high-level architecture of the model by depicting all of
the interfacing components and elements of the CM process, as well as the dependencies of
the ClIs of an IT system, while following an agnostic data model approach.

5.1. “As-Certified” vs. “As-Maintained”

Figure 2 depicts a helicopter view of the elements underpinning the concept of con-
figuration management. The left part depicts the SKMS, which was defined earlier and
represents the holistic configuration baseline of an organization, while the right part depicts
the real-life status of the deployed IT/OT elements that serve the operational objectives of
the enterprise.

An organization should maintain the status of its CIs, including the information on
the stages of the whole lifecycle of those Cls, such as their design, planning, and status
of being delivered/implemented, by utilizing various tools. These tools provide not
only the capability of maintaining the baseline (golden data) of the organization, but also
provide various levels of functionalities in order to model, map, reconcile, synchronize,
analyze, report, and present the status of those CI records in a combined and controlled
manner via either detailed or even executive-level views/dashboards. In our proposal,
the core elements of the SKMS that hold the critical information of the organizational
baseline are stored on a blockchain (green color) and benefit from its inherited advantages,
while the rest of the depicted functions can be supported by conventional and existing
methodologies/toolsets.

As mentioned before, the Cls of an organization are considered the building blocks of
that organization’s ICT infrastructure, and they consist of hardware, software, documenta-
tion, and many other components, which are either tangible or not. Proper management
of Cls is critical for ensuring the availability, reliability, and security of ICT systems and
services. Product lifecycle management (PLM) is a comprehensive approach that enables
organizations to manage Cls throughout their lifecycle. Figure 3 depicts the lifecycle of
a product from “cradle to grave”, starting from the requirements and development of
operational capabilities and ending with retirement and decommission [22]. Among all
of the intermediate stages of a product lifecycle, in this study, we chose the “As-Certified”
and the “As-Maintained” stages, which represent the “latest approved” baseline and the
“As-Is” status of a CI, respectively, while in [13], these statuses were reflected as the “as-
designed configuration” and “as-built configuration”, respectively. These concepts can
also be conceptually borrowed from product information modeling, building information
modeling, and product lifecycle management [23-25], in conjunction with the digital thread
and digital twin approaches [26-28].

On one hand, the set of information that constitutes the “As-Certified” status of
the CIs of an ICT system of systems (S0S) includes the configuration status of the final
approved design (latest approved baseline), including all changes authorized so far during
the lifecycle of each CI. On the other hand, the real-life or actual configuration status of the
deployed ClIs constitutes the “As-Maintained” status of the SoS.

There are many ways to obtain the “As-Maintained” (or As-Is) status of the ClIs, either
by technical means (SNMP polling, network telemetry subscription, compliance checks,
etc.) by utilizing specific IT management system tools, by physical means (inventory checks,
site surveys, etc.), or even a combination of the above.

In theory, the “As-Certified” and “As-Maintained” status of each CI must be exactly the
same, which means that everything that is implemented under the operational SoS should
strictly follow the designed, planned, and authorized requirements. In reality, the situation
is slightly different, as there is a mismatch between statuses, and organizations strive to
keep this gap as short as possible. There are many reasons for having differences between
the As-Certified and As-Maintained statuses, and some examples are provided below:

. Unauthorized changes;
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*  Emergency change implementations (e.g., responding to a major incident) with no
post-documentation/CMS integration;

e Lack of change control/change management processes;

e Deviation from processes and guidelines;

. Malicious activities by insiders/outsiders;

*  Malware that impacts the CI configuration;

*  Wrongly or partially implemented changes;

¢  Failed changes without roll-back;

¢ Deficiencies during hand-over or take-over activities from project deliveries.
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Figure 3. Product lifecycle [22].

5.2. Description, Benefits, and Limitations of the Blockchain CM Model

The type of blockchain proposed in this study is a permissioned ledger in order to
provide increased security, transparency, and efficiency and allow for a more controlled
and regulated environment for participants, thus enabling higher levels of trust and col-
laboration. Permissioned blockchains are increasingly used in the industry and their
applicability is constantly benchmarked and evaluated. Depending on the application do-
main, blockchain technology has benefits and drawbacks compared to traditional databases
and approaches [29-31], but there is continuous effort being made to identify gaps and
challenges in terms of performance (execution time, latency, and throughput), scalability,
and applicability [32-34] in order to meet the evolving technological requirements by
indicating suitable strategies that can be deployed in blockchain systems [35—40].

The present model takes advantage of the existing features and benefits of distributed
ledger technology and uses them as a vehicle for a new application area in the domain of
configuration management. In essence, the main benefits of using blockchain technology—
and, in particular, a permissioned blockchain—in support of security configuration man-
agement are as follows:

1. Tamper-proof CI records that enable integrity and constitute an immutable inventory
baseline of an entire organization.

2. Historical records that enable traceability, verification, validation, auditability, restora-
tion, and data recovery.

3. Transparency, which underpins the configuration status and accountability of actions
and changes.
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4. A shared ledger that enables the secure distribution of baseline configurations in
the community.

5. Increased privacy and confidentiality via access control (AC) mechanisms by using
smart contracts.

All of the above can further underpin real-time, near-real-time, or ad hoc/planned
security compliance checks in order to detect malware or unauthorized changes/activities.

In addition, access control is a critical aspect of permissioned blockchain systems,
which require the robust management of privileges and rights to ensure the integrity of
the ledger and the security of the information stored on it. The application of CM requires
a clear definition of specific roles and responsibilities for their functions to be performed
inside an organization, such as in planning, submitting, and approving changes in CIs, as
well as releasing and deploying changes and accessing data in the ledger. Hence, role-based
access control (RBAC) is deemed necessary as a control mechanism to enable the imple-
mentation of a more scalable and manageable access control system by grouping users with
similar roles together and then assigning them the appropriate permissions. Smart contracts
can be used to enforce these access control policies [41] to provide an embedded, robust,
flexible, and transparent mechanism for managing such permissions [42—-46]. On the other
hand, the effective implementation of RBAC requires careful planning, documentation, and
continuous monitoring to ensure that access privileges remain appropriate and up to date.

The main stages of the configuration management process are shown in Figure 4,
along with the interacting elements of the proposed blockchain-based model. The CM
process is mainly a feedback-based cyclic model and conceptually starts with configuration
management planning, where the governance, strategy, roles, responsibilities, and mod-
eling are given a place on the organizational level, followed by the identification of the
configuration items and their structure, relationships, and dependencies inside the system.
These first two stages of the CM process do not interact with the blockchain model that we
propose but are critical enablers for the following actions.

As mentioned before, the configuration control stage deals with the control of the
changes in all configuration items of a system. In our proposal, it is clearly shown that
the configuration management system (CMS) is completely based on the blockchain (high-
lighted in green), which leads to the conclusion that the overall baseline of all CIs of an
organization benefits from the features of the immutable ledger. This design further leads
to the outcome that the “As-Certified” status of the organization’s critical elements or assets
is stored in such a way that it grants full control and complete tracking of all lifecycle
changes; it is also leveraged by the blockchain features that underpin the configuration
status accounting stage of the CM process. In parallel, the “As-Maintained” status of
an organization’s ICT system is retrieved and made available via the applied technical
monitoring and management solutions to show the current status of the Cls.

The combination of the above can lead to the detailed identification of the difference
(delta) between the two statuses (“As-Certified” vs “As-Maintained”) at a level of granular-
ity that fulfills the expectations of an organization’s auditing requirements. This delta is one
of the fundamental benefits of the overall configuration management process; it provides
a clear picture of the “As-Should-Be” vs. “As-Is” status of the CIs in the configuration,
verification, and auditing stage of the CM process.



Electronics 2023, 12, 1879

12 0f18

Tools
Roles

Caveats

Strategy

Interfaces

Processes

Guidelines

Definitions
Constraints
Governance

Data Models
Responsibilities
Organizational Boards

H : - Supporting
{—> Enabiing
s ouput

..... . Configuration Control | i

Labeling
Structure
Hierarchy T
Baselines -
Relationships
Dependencies * .".

... [/ System of Systems" B\Dc!«:nmn Based CMDB

| System's,

Authorized Changes

Configuration Management Sy‘xtem|

E “As-Maintained”

Bununooay
snyejs uonenbyuon

A,_,/
p—

Configuration Verification
& Audit

The identification of such differences can be applied in quantitative and qualitative
analyses and is considered critical because an organization can assess the level of deviation
of its configuration baselines, which can lead to more effective performance and more
efficient compliance checks.

These compliance checks are not only applicable from the perspective of security, but
also from many other perspectives that are linked together by the overall organizational re-
quirements, such as asset management, release and deployment management, vulnerability
assessments, financial management, and overall risk management activities.

Figure 4. Configuration management process.

6. Operating Concept

This section presents an operating concept of the proposed model, and a use case in
a configuration management scenario is presented. For this use case, four entities with
high-level roles and responsibilities are represented as follows:

*  The change requestor’s role is to plan, find the resources for, develop, test, and support
the proposed changes in one or more configuration items of the system, as well as to
present them to the configuration control board;

*  The configuration control board (CCB) has the role of establishing and chartering a
group of qualified people with responsibility for the process of assessing, controlling,
approving, and recording changes throughout the development and operational
lifecycle of the system;

*  The implementation team has the role of releasing and deploying the approved changes;

*  The security auditor has the duties of performing security compliance checks, con-
figuration gap analyses, and post-implementation checks and comparing differences
between the “As-Certified” and “As-Maintained” statuses of the system’s Cls.

Figure 5 shows a flowchart of the actions performed by the defined actors when
executing the roles mentioned above. More specifically, the change requestor defines the
scope of the change, justifies its necessity, identifies and assesses the impacts on other
configuration items, develops the test and coordination plan, and includes all of the other
necessary documentation, such as the deployment, support, roll-back plan, etc., as required
by the internal procedures of the organization. The change proposal is submitted as a
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technical package to the configuration control board (CCB) for the change evaluation by
using existing IT service management tools.

The CCB reviews the change proposal, assesses the risk to the organization, and
performs compliance checks as set by the organization, and it approves the change, rejects
it, or escalates it to a higher-level CCB. If the change is escalated to a higher-level CCB, the
next-level CCB performs the review and assessment of the change against a wider audience
and additional criteria with two output options: change approval and change rejection.

g QRN
.

Change Initiator

ﬂ' Private Key
Public Key

@ Hash algorithm
/2 Digital signature

- [~
B

Change Escalated  Higher Level CCB

B -0~

/S_ysmm of Sysmm}
System 5,
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Blockchain-Based CMDBE

“As-Maintained”

Figure 5. Flowchart of the operating concept.

If the change proposal is rejected for any reason, it is returned to the change requestor
with full justification for further adjustments and further re-submission if deemed necessary.
If the change proposal is approved, then the full details of the change are stored in the
blockchain as a separate block, while, in the meantime, it is pipelined to the implementation
team to streamline the change’s implementation.

It is clear that any changes that are approved to be applied in the operational system
can take place only after a change is approved by the configuration control board. Similarly,
the same applies for adding blocks to the blockchain-based configuration management
system (CMS). This implies that the “As-Certified” status of the system is under full control
by using the features of the blockchain; moreover, a digital signature mechanism is applied
for additional non-repudiation and accountability purposes [47]. On the other hand, the
accountability and the non-repudiation in the operational ICT system are expected to be
based on equivalent technical functions built on the system’s management tools, such as
AAA (authentication-authorization—accounting) mechanisms, which fall outside the scope
of this study.

A digital signature is applied to the hash of the block that is planned to be added to
the blockchain and further stored as separate data on the block itself. The digital signature
ensures the identification of the change approval entity by utilizing the private keys of
the involved CCBs that are authorized to approve changes. The use of a digital signature
functionality requires an external public key infrastructure (PKI) to be in place in order
to support the certificate’s chain of trust. The establishment of a PKI is not covered in
this study.



Electronics 2023, 12, 1879

14 0f 18

Block-0 represents the genesis block of the blockchain and contains the initial status
and information of all configuration items in the system, thus representing the initial
baseline; it is digitally signed by the highest-level CCB of the organization. The following
blocks hold the information of the configuration items, which are the subjects of each change
and are digitally signed by the authority that approved each change, thus progressively
building the final/current approved (“As-Certified”) baseline of the system.

As explained above, the output of the configuration, verification, and auditing process
is based on the comparison between the “As-Certified” and “As-Maintained” statuses of
the system being audited. The auditor verifies the digital signature of the blockchain blocks
whose configuration items’ records are within the scope of the audit, by using the public
keys of the CCBs.

In essence, the proposed model underpins and enables the functions of the con-
figuration management process, takes advantage of the existing benefits of blockchain
technology, and ensures that all changes are securely recorded and added only after their
approval and only by the authorized organizational elements. Furthermore, the immutable
ledger can be used for configuration auditing purposes and for technical comparisons
of the “As-Certified” and “As-Maintained” statuses of the system in order to identify
unauthorized changes, security configuration gaps, lacking security compliance, wrong
post-implementation changes, or potentially malware-impacted configuration items. All of
the above are supported by a digital signature function that adds an additional security
element of a non-repudiation feature to the ledger.

Finally, in support of the RBAC mechanism that was mentioned before, we present
a brief code example of a smart contract in Listing 1 that implements just one simple
feature. In this case, the smart contract owner can specify the authorized entities that can
make changes in the ledger and add a configuration item into the ledger with the required
information.

Listing 1. Smart Contract Code Example.
1 pragma solidity ~0.8.19;

2

3 contract ConfigurationItemRegistry {

4 address public owner;

5 mapping (address => bool) authorized;

6 uint public authorizedCount;

7

8 struct ConfigurationItem {

9 uint uniqueld;

10 uint configurationItemlId;

11 string description;

12 string itemType;

13 string configuration;

14 uint timestamp;

15 uint userId;

16 }

17

18 mapping (uint => ConfigurationItem) public configurationItems;

19

20 constructor () {

21 owner = msg.sender;

22 authorized[msg.sender] = true;

23 authorizedCount++;

24 }

25

26 modifier onlyOwner () {

27 require (msg.sender == owner, "Only owners can perform this action
")

28 _

29 }

30

31 modifier onlyAuthorized() {

32 require (authorized[msg.sender], "Only authorized parties can

perform this action");



Electronics 2023, 12, 1879

150f18

33 -3

34 }

35

36 function addAuthorized(address account) public onlyOwner {

37 authorized[account] = true;

38 authorizedCount++;

39 }

40

41 function removeAuthorized(address account) public onlyOwner {

42 authorized[account] = false;

43 authorizedCount --;

44 }

45

46 function addConfigurationItem(uint uniqueId, uint configurationItemId

, string description, string itemType, string configuration, uint
timestamp, uint userId) public onlyAuthorized {

47 ConfigurationItem memory newltem = ConfigurationItem(uniqueld,
configurationItemId, description, itemType, configuration,
timestamp, userId);

48 configurationItems [uniqueId] = newItem;

49 }

50 %

7. Conclusions and Future Work

This study proposed a blockchain-based system for security configuration manage-
ment, which is an enabler of the complete lifecycle management of IT/OT systems, espe-
cially in the domain of distributed and large-scale ICT systems. The existing standards,
policies, handbooks, guidelines, and best practices were presented, which set the base-
line for a robust framework for keeping such systems secure, especially in the context of
tracking changes or baseline mismatches in operational environments.

However, although security configuration management is technically well embedded
and exercised in current ICT operational environments, according to our research, current
IT service management tools are not based on blockchain implementations; moreover,
the existing academic research on this topic is very limited. Our approach intends to
cover this identified gap, which could potentially underpin the efficiency of configuration
management by using the proposed permissioned blockchain model. The proposal of a
permissioned model was based on the fact that security and asset management information
in such critical systems can only be shared inside a restrictive environment, where controlled
access, confidentiality, and need-to-know principles play a critical role. By using such
a blockchain model, configuration management can be exercised more effectively and
efficiently by inheriting the advantages of distributed ledger technology, such as data
integrity, confidentiality, fault tolerance, traceability, transparency, auditability, consistency,
and controlled access management, thus supporting the security objectives of organizations.

On the other hand, while the application of blockchain-based models—and especially
permissioned ones—grows, it is essential to evaluate the key performance properties of each
platform before applying it in real use cases. This gap creates a challenging area of research
that requires conducting more technical analyses of blockchain platforms regarding their
performance, scalability, and applicability while taking blockchains’ inherent limitations
into consideration.

The focus of this study is on presenting a theoretical blockchain-based model of a
service knowledge management system (SKMS) with a configuration management system
(CMS) as a sub-element and on showing how the functions of those elements can benefit
from the advantages of a permissioned ledger while interacting with the rest of the system
management tools to underpin the objectives of the configuration management process.
The end goal is to accurately identify gaps between the “As-Certified” (“As-Should-Be”)
status and the “As-Maintained” (“As-Is”) status of the configuration items of the system
(or system of systems) and further facilitate change control, accounting, verification, and
auditing, which constitute the main functions of the CM process. This gap analysis is very
critical for the security posture of an organization, since via this process, security risks can
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be easily identified, which could span across many activities, such as malicious activities,
unauthorized changes, misconfigurations, incorrect baselining, etc. In addition, the pro-
posed model is enabled by a role-based access control mechanism for smart contracts, as
well as by a digital signature function that enables the non-repudiation of system changes.

Our proposal takes place on a theoretical basis, while the future intention is to build
the proposed model in a proof-of-concept environment for performance testing, analysis,
benchmarking, and evaluation of the operational utility.

Further research can be conducted to integrate deep learning and forecasting algo-
rithms into the blockchain-based system to more accurately identify and prioritize the most
important security gaps, as well as to assess how these findings can be integrated into
existing risk management and analysis tools for informed decision-making processes.
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